Bricking It!

From back of an envelope
to backbone of the Internet

The development of the FireBrick

Rev. Adrian Kennard - Firebrick Ltd - a@k.gg




Early days

e Bracknell, 1997

* Most people still using dial-up modems
« Some ISDN - very expensive

e uk.telecom newsgroup

« Spice Girls in the charts




Early days

« BT price lists issued on paper in binders
« Kevin Hones, Adrian Kennard

e Couriers have not improved in 15 years

... http://tinyurl.com/revk-couriers

e Instant reply to an email - unusual in 1997

 New Nokia phone on Orange




The Manor, Bracknell

« Still one of the better Wetherspoon's

« Group of technical people

« Mix of ISDN and modem users, and Tele2
« ADSL very distant on the horizon

« Regular meetings




Andrews & Arnold Ltd

« Orange mobile phones,  HIIDRELS & ARIIOLD

Andrews & Arnold Ltd, ISDN Specialists

P BX y te I e p h O n e S _ Half price BT ISDN connections in May and June

ssm The solution to Home/Office telecoms.
Y A | Easy to follow introduction to ISDN, & BT prices
Get serious about ISDN for your business communications ﬁ

- - . The inexpensive integrated Data and Voice solution ol
. O I I I a I n S , I a u p ¥ From single ISDN2 1o full ISDN30 systems with up to 96 extensions

New Network Alchemy Products - wi impressive

Product Index & Price list

« ISDN hardware/services P oommn bt

.g; On-line orders

p - Other telecoms products and information
Useful information about telecoms

SMS5->emailinews/fax service
FREE & commercial fax/SMS/email gateway

Customer service pages (private area)

hitp:flaa.nu! © 1998 Andrews & Arnold Ltd, FriOlMay98. Tel (nat. rate) 0870 7:




WatchFront Ltd

« Contract electronic engineering and design
* Power, Data logging & control, automation
* Electronic engineering in telecom sector

« Embedded control systems




The ISDN Widget

Existing ISDN kit :
 Mediocre quality

» No support for extended functionality

 Very expensive

So ...




The ISDN Widget

Supercharged PIC

“Bit Bashing” a possibility
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Circuit diagram

:

PCB Layout

B Cheap multifunctional device

However ...




The ISDN Widget

Never actually manufactured because :

* ISDN being phased out

« Real costs to be incurred

But still ...




The ISDN Widget

Silver lining :

« Both parties then knew

what could be achieved

=



AAISP Developing

« Aug 2000, ADSL from office in Reading

(BT 2Mbits/sec Central + UUNET 2Mbits/sec leased line)

« BT supplied “black box” routers

* Only 1 routed block of IP addresses

Example pricing /
ADSL 500K internet service, monthly fee
ADSL 300K internet service, connection charge £350.00

il —_—

?;ESL 300K internet service 3 year contract, monthly £135.00 ]

— il

ADSL 1000K internet service, monthly fee £190.00 |

ADSL 1000K internet service, connection charge £425.00 F




FireBrick Plus/Soho

Design requirements :

e Stealth mode wecause of BT supplied routers/1 block of 1ps)
» Traffic Shaping (because 2Mbit central + 2Mbit leased line)
e Profiles (peak and offpeak times etc)

* Four port 10mbit hub + 1 port

« A small box for an office/home

And work began ...




FireBrick Plus/Soho

« Hardware design - electronics

WF1730 FireBrick Block Diagram

 An unusual idea -

RS232 Port Watchdog & Power Inlet

ethernet controller Batiery Bagkup
|
attached to a RAM
H Level Converter Regulator
microcontroller
Ethernet
Controller
(LAN)
Ethernet T
Controller
(WAN)
CPU HUB Controller
l | |
Magnetics Magnetics (x4)
| |
WAN Port LEDs LAN Ports (x4)
m W E Drawn: K.R.H. Date: 18/02/02 Issue: 1 Sheet: 10f 1
\w ATCHFRONT ELECTRONICS Checked: B.M. Title: FireBrick Block Diagram Drawing: WF1730/BD
Copyright © 2002 Watchfront Electronics and A&A Refer to WF1730/DL for current issue numbers of WF drawings




FireBrick Plus/Soho

e Possibility of an immediate demand

 Meeting with Tele2

 Agreement to order 250 units, once built

« Gave confidence to go to manufacture




FireBrick Plus/Soho

« Hardware design - circuit diagra
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FireBrick Plus/Soho

 Hardware design - assembly layout

Notes:-

a) Static Handling Procedures Must be Observed at
All Times. | |
b) All components to be fitted close and flat to board.

Please take particular care with through hole

connectors and LEDs.
¢) Leads of through-hole components C56 and L3 PL1 e —.
must be cropped to within 1mm from board.
d) Remaining through-hole component leads PL2
must be cropped to within 2mm from board. ic12
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FireBrick Plus/Soho

» Hardware design - “metal bashing”




FireBrick Plus/Soho

« Software development

 Operating system
« Ethernet chipset drivers

* Firewalling/routing/network code

And ...



FireBrick Plus/Soho

« Software development - web interface

4 P my.firebrick.co.uk/398475745/main ¢ .-'l'GoogIe Q) (A (B3

s usmemeen A A AAADAAAAAAAL

e e [ sccp [ vsers I s Wil supe I oee Wssinesl Roves l o Joor ol iers Wrosngll Tuee

Online Help

Stealth configuration

It is recommended that for any configuration using non-stealth subnets you disable the stealth option. Set stealth options

Quick filters

@ Disallow PT ®@SYSLOG @ DHCP @ POP3 Email
8 IMAP email 8 IDENT 8 FINGER @ FTP (passive)

® TELNET login | & ICMP, e.g.ping @HTTP Web | o HTTPS Web
@ SMTPEmail = &POP3Email ©DNS Lookup & ICMP,e.g. ping
o All outgoing

Update quick settings

« Almost unique at the time




FireBrick Plus/Soho

The end result




ireBrick Plus/Soho

Early Marketing and Advertising

Tele2 deal never happened, but
still, hundreds of units were sold

and commercially it was a success.

Immediate network protection

Firewall
Tunnelling
Stealth
Shaping
NAT
DHCP

You may have already protected your equipment from email virus
attack, but moving to a permanent internet connection such as ADSL,
cable modem, radio link or leased line, greatly increases the risk of
others gaining access to your hard disk.

The FireBrick® will protect you as soon as it's connected to your
network. It’s ready to use without configuration settings, although
built in web pages will let you make changes if needed.

The FireBrick® is supplied with a built-in 4 port hub, network patch
lead and plug top power supply for truly plug and play installation.

www.FireBrick.co.uk




FireBrick 105

e Development up from the Plus/Soho
« Similar physical form factor
* 100base network switch

 Internet connections getting faster, so
routing up to 10-12 megabits




Architecture Change

« Orders of magnitude change in throughput
« 105 = 16 bit CPU = incapable

* Decision to move to ARM

« Strategy to move to bigger scale products

» Allowing IPv6 from the ground up




FireBrick 2500/2700

« Replacement for the 105

« Larger case, capable of 100/350Mbits/sec
« Gigabit switch

« Office target, but also used in datacentre
« 3G dongle on 2700




FireBrick 6000 range

« LNS, BGP, OSPF + more
 ISP/carrier grade

* Dual power supplies
 Incredibly low power

e Gigabit throughput

« SIP / VoIP




Full Circle

« 1997 - A&RA sell ISDN phone systems

(which can also do data)

« 2012 - FireBrick network appliance
(which can also do voice)

« Complete office comms solution




Thanks for listening

Bricking It!

From back of an envelope
to backbone of the Internet

The development of the FireBrick

With :
Rev. Adrian Kennard - Firebrick Ltd - a@k.gg




Talk to us!

» In person at IPEXPO 2012, Stand C9

17-18 October 2012, Earls Court 2

e Visit www.firebrick.co.uk
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