3\ ' - I
\ \\‘ .

&

L S

' O COPYRIGHT
W , Al A \ 2008'JIMCROTTY.C

' |

Thursday, January 17, 2013



WCIT Meeting Retrospective

Jesse Sowell
MIT ESD PhD Candidate

R\ Explorations in Cyber
A International Relations

Massachusetts Institute of Technology Harvard University

Thursday, January 17, 2013



WCIT Meeting Retrospective

Jesse Sowell
MIT ESD PhD Candidate

& BCIR ll:,{»-/
B

¢ 7 ¥y Explorations in Cyber

g International Relations

Massachusetts Institute of Technology Harvard University

Thursday, January 17, 2013



WCIT Meeting Retrospective

Jesse Sowell
MIT ESD PhD Candidate

ANNOUNCEMENT
) g

S ECIR;
TR Explorations in Cyber
%7§=i=_=‘§ International Relations

& WY  Massachusetts Institute of Technology ~ Harvard University

Thursday, January 17, 2013



Last Episode Take-Aways

® |TRs are being renegotiated
® |TRs regulate traditional interconnection costs
® Under current ITRs, Internet is exempt (Art. 9)

® |[nternet is cutting into international telecom revenue
streams

® Proposals (state responses) include
® Route and origin identification
® Regulation of peering arrangements

® How should the community:

® Convey positive economic outcomes of the existing
Internet industry to regulators?
® Engage with top-down governance/regulatory

organizations!?
3
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Last Episode Take-Aways

® |TRs are being renegotiated
® |TRs regulate traditional interconnection costs
® Under current-HRs;Internetissexempt-(Art. 9)
® [nternet is cutting into international telecom revenue
streams

® Proposals (state responses) include

e~ Route and origin identification
® Regulation of peering arrangements

A
variant of both of
these are in the new ITRs,
applied to telecommunications
services. Additional items
to be discussed...

® How should the community:

® Convey positive economic out
Internet industry to regulators

® Engage with top-down governan
organizations!?

3
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WCIT-12 Key Events Roadmap

® Discussion leading up to WCIT-12

® Start of week: commitments to
® (Consensus
® |nternet off the table

® Negotiations proceed “|TU working group style”

International Telecommunication Union

® Multi-regional proposal
® Consensus fail: Closed group is formed

FINAL ACTS

® Failure of “large group” consensus l:é:%.z.';"g
® New document emerges with compromises TELECO IONS

® Taking the temperature of the room
® |ran’s request for a vote
® Violation of consensus

® Africa: human rights, scope creep

e

waIT, 20

...... L MBER

Chronology drawn from Dourado’s (2012) account of the
proceedings; interpretations are those of the presenter.
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® |nternet off the table
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International Telecommunication Union

® Multi-regional proposal
® Consensus fail: Closed group is formed
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® New document emerges with compromises TELECO IONS

® Taking the temperature of the room
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ITU Perspectives: Risk

® Early discussion from |TU
Secretary General Hamadoun
Toure

e “[w]e need updated ITRs because without
them we risk the collapse of the ICT
networks which underpin all
communications technologies, including
the internet.”

e thinking of recent regulatory failures in
finance and banking, Touré is looking for
“a framework that will avoid any
catastrophe”

http://www.ywhoswholegal.com/news/features/article/29378/the

Thursday, January 17, 2013


http://www.itu.int/net/about/
http://www.itu.int/net/about/

ITU:“WCIT will be by consensus”™

® TJoure’s description of WCIT-12
decision-making in June

® \oting means winners and losers, and
this is not simply acceptable.And we
believe that we’ll come to an
agreement on all of the issues. The
issues where we will not come to an
agreement, of course will not be
incorporated in the agreement, and
they will continue to be discussed, of
course, for official improvements if that
comes.

Thursday, January 17, 2013



I TU:*“WCIT is not about the
Internet’

® Joure’s WCIT-12 opening

® [et me be very clear one more time:
e WHCIT is not about taking over the Internet.
® AndWHCIT is not about Internet
governance.

® WHCIT is about making sure that we
connect the billion people without
access to mobile telephony. And that
we connect the 4.5 billion people who
are still offline.
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ITU:“WCIT is not about the
Internet’

® Joure’s WCIT-12 opening

® [et me be very clear one more time:
e W(CIT is not about taking over the Internet.
e AndWCIT is not about Internet
governance.

® WHCIT is about making sure that we
connect the billion people without
access to mobile telephony. And that

/VC OI11'1C ne 4 » DIl DEODIC WITIJ

Now that we have those two issues settled, how did

the first few days go!

7
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Thrashing in the WG Negotiations

® Working group hierarchy
® Plenary 41 | | |
® Committee 5
® Working groups
® Specific ad hoc group

® Process Y v \ \

® Document divided by topic or issue area

® Handled by individual working groups

® Ad hoc groups attempt consensus pass contentious issues
up the chain (in [])

® Political thrashing
® Very little progress in the working groups
® |arge number of changes pushed up the chain
® | ots of text still in brackets

8
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Thrashing in the WG Negotiations

® Working group hierarchy

® Plenary

® Committee 5

® Working groups

® Specific ad hoc group

® Process

1

T |

\

\

® Document divided by topic or issue a
® Handled by individual working groups
® Ad hoc groups attempt consensus pa

up the chain (in [])
® Political thrashing

\

\

Delegates | spoke to
indicated this was going

o

nowhere fast and was quite

painful

)

® Very little progress in the working groups

® |arge number of changes pushed up the chain
® |ots of text still in brackets

8

Thursday, January 17, 2013



Multi-regional Common Proposal
over VWeekend

® Day 5
31A 3A.1 Internet governance shall be effected through the development and

Internet
[ ] [ ] [ ] [ ]
® Multi-region coalition
application by governments, the private sector and civil society of shared principles, norms, rules,
‘ Ru S S i a UA E C h i n a Sa u d i decision-making procedures and programmes that shape the evolution and use of the Internet.
) ) )

(management of Identification resources)

(collaborative approach)

318 3A.2 Member States shall have equal rights to manage the Internet, including in

A ra b i a’ A I ge ri a’ S u d a n y Egy Pt>!< regard to the allotment, assignment and reclamation of Internet numbering, naming, addressing

and identification resources and to support for the operation and development of basic Internet

° ° . infrastructure.
® Egypt officially ejected later in [
31C 3A.3 Member States shall have the sovereign right to establish and implement

public policy, including international policy, on matters of Internet governance, and to regulate the

t h e We e I(e n d national Internet segment, as well as the activities within their territory of operating agencies

providing Internet access or carrying Internet traffic.

( policy on use and operation)

°
. I S S u e S ° 31D 3A.4 Member States should endeavour to establish policies aimed at meeting public

requirements with respect to Internet access and use, and at assisting, including through
international cooperation, administrations and operating agencies in supporting the operation and

@ I nte r'n et in Clu ded development of the Internet.

(protection and security)

31E 3A.5 Member States should ensure that administrations and operating agencies

® Names and addresses under cooperto i arsin the ity rlable cpertion r sty of the manal et
state control
¢¢ o 9 ARTICLE 3B

‘ N atl O n a.I S egm e nt fro m Numbering, naming, addressing, and identification resources

(Fundamental Right)

[ ] [ ]
ea rI I e r R u S S I a— n P ro P O S a— I 31F 3B.1 Member states have the right to manage all naming, numbering, addressing
and identification resources used for international telecommunications/ICT services within their
® Withdrawn Sunday

territories.
afte rn O O n PAENG SGICONF-SGWCIT1 200002 7REVIE.DOCX (335819) 08.12.12 19.11.12

ADD

(Preventing Misuse)
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Multi-regional Common Proposal
over VWeekend

® Day 5
® Multi-region coalition

Russia, UAE, China, Saudi
Arabia, Algeria, Sudan, Egypt*
Egypt officially ejected later in
the weekend

® |ssues:

Internet included

Names and addresses under
state control

“National segment” from
earlier Russian proposal

® Withdrawn Sunday
afternoon

ARTICLE 3A

Internet

(collaborative approach)

31A 3A.1 Internet governance sh{l be effected 3b
application by governments, the private secfor and ¢
decision-making procedures and programme\tha

Article 3A:
Internet

(management of Identification resources)

318 3A.2 Member States shall have eq
regard to the allotment, assignment and reclamatid
and identification resources and to support for the op'
infrastructure.

31C 3A.3 Member States shall have the sovereign right to establish and implement
public policy, including international policy, on matters of Internet governance, and to regulate the
national Internet segment, as well as the activities within their territory of operating agencies
providing Internet access or carrying Internet traffic.

( policy on use and operation)

31D 3A.4 Member States should endeavour to establish policies aimed at meeting public
requirements with respect to Internet access and use, and at assisting, including through
international cooperation, administrations and operating agencies in supporting the operation and
development of the Internet.

(protection and security)

31E 3A.5 Member States should ensure that administrations and operating agencies
cooperate in ensuring the integrity, reliable operation and security of the national Internet
segment, direct relations for the carrying of Internet traffic and the basic Internet infrastructure.

ADD

ARTICLE 3B
Numbering, naming, addressing, and identification resources
(Fundamental Right)

31F 3B.1 Member states have the right to manage all naming, numbering, addressing
and identification resources used for international telecommunications/ICT services within their
territories.

(Preventing Misuse)

PAENG SGCONF-SGWCITIZ000M02TREVIE.DOCX (335819) 08.12.12 19.11.12
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Multi-regional Common Proposal
over VWeekend

ARTICLE 3A

Internet

(collaborative approach)

31A 3A.1 Internet governance sh{l be effected 3b

® Multi-region coalition
® Russia, UAE, China, Saudi

(management of Identification resources)

Article 3A:

[ ] [ ]
* 31B 3A.2 Member_States shall have eq \ I nte rn et
Arabia, Algeria, Sudan, Egypt PR L TGN
. . o infrastructure.
® Egypt officially ejected later in = [
31C 3A.3 Member States shall have the sovereign right to establish and implement

public policy, including international policy, on matters of Internet governance, and to regulate the

t h e We e I(e n d national Internet segment, as well as the activities within their territory of operating agencies

providing Internet access or carrying Internet traffic.

Article 3B: Numbering,
naming, addressing and identification
resources

( policy on use and operation

® |[ssues: wo

requirements wit
international co

® |nternet included

(protection arfl sec

31E

® Names and addresses under R Mokl e
state control
. ¢ N ati O n a.I S egm e nt’ ’ fro m Numbering, naming, addressing, and identification resources

‘ (Fundamental Right

[ ] [ ]
ea rI I e r R u S S I a— n P ro P O S a I 31F 3B.1 Member states have the right to manage all naming, numbering, addressing
and identification resources used for international telecommunications/ICT services within their
® Withdrawn Sunda

territories.
afte rn O O n PAENG SGICONF-SGWCIT12000027REVIE.DOCX (335819) 08.12.12 19.11.12

ADD

(Preventing Misuse)
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Multi-regional Common Proposal
over VWeekend

ARTICLE 3A

® Day 5
® Multi-region coalition

3A.1 Internet governances

Internet

application by governments, the private secfpr and ¢

® Russia, UAE, China, Saudi RSN Article 3A:

(management of Identification resources

° ° 318 3A.2 Member States shall have eq I
A ra b I a AI e rl a S u d a n E t>!< regard to the allotment, assignment and reclamatid nte rn et
’ )] ’ and identification resources and to support for the op

infrastructure.

® Egypt officially ejected later in [

31C 3A.3 Member States shall have the sovereign right to establish and implement
public policy, including international policy, on matters of Internet governance, and to regulate the

t h e We e I(e n d national Internet segment, as well as the activities within their territory of operating agencies

® |ssues: w 57 Article 3B: Numbering,
® |nternet included naming, addressing and identification

resources
® Names and addresses under
state control

‘ ¢ N ati O n a_I S e m e nt’ / dressing, and identification resources
, ,g Referred to as the A
eal"ller’ RUSSlan Pr “huclear Option” by A T@W | riert to manage ail naming, numbering, adcressing

® Withdrawn Sundal commentators. Potentially
to feign compromise from an

afternoon 9 extreme position v
9
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Chairman’s Draft




Chairman’s Draft

® Day 8
® Still thrashing
® TJoo much in brackets
® |[ooking for a faster route
to progress
® Regional reps selected for
closed-door meetings
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Temperature of the Room

® Late on Day 10...

® Continued fight over Internet
resolution and others issues

® | ong line to speak on
resolution, Chairman decides
on “feel of the room” by
asking who supports the
resolution

e UK and Spain:Was this a vote? |
® TJo the UK, Chairman: The majority
to adopt the resolution as amended.
® o Spain, Chairman: No, it was not
a vote, and | was clear about it.
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Human Rights

12
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Human Rights

® Day I

® African group introduces
language on human rights

® Mexico and Canada object

® Toure argues consensus
not met

® Debate ensues...

Again no consensus

-.1. 10\,%**3 f‘

= "“

- T -—‘
- >

| —

® |ran makes a point of ATe T -k
order for a vote “
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Human Rights

® Day I |
® African group introduces
language on human rights
Mexico and Canada object
Toure argues consensus

.’ .
.
4

P —

After all this fun, what were the outcomes!’

» S o e 2 B

.

N S - - .3
Iran makes a point of L .

- -~
order for a vote '

® \ote is taken to: —

® (lose discussion
® Accept human rights language
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Final Vote

Red sighed, green declined

Colors modified from original to be consonant with color coding of
13 subsequent graphs. Belated Merry Christmas.
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Final Vote

Not very compelling as a table, a pain to parse out.

Red signed, green declined

Colors modified from original to be consonant with color coding of
13 subsequent graphs. Belated Merry Christmas.




Final Vote: Geographic Distribution

‘.d

I‘ ™

¢ This map is intended to reflect the official list of signatories. If you see errors, please let me know.

¢ Signatories are inred

. Non-signatories (declined) are in green Colors modified from original to be consonant with color coding of
. countries are not included in the ITU list. subsequent graphs. Belated Merry Christmas.
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Final Vote: Governance Indicators

Voice and Accountability Political Stability Government effectiveness
o -
Al [V ol — )
_ ! 8
" _:_ : _ _:_ e
— - — - ! 1 — - T
: I : : 1
L} [} |
o 4 ! : o 4 — ; o 4 ——l— - !
B __ __I
~— _] - _] ! | ~— _] !
! - ° : ! : ' | ' : : |
: o ' . ] ' —_ .
} }
LI — - T 1 T =
—_ !
[°] 1
| | | 1 | 1 | | |
signed declined ineligible signed declined ineligible signed declined ineligible
Regulatory Quality Rule of Law Control of Corruption
_
N °  — o N L N : :  —
1 ° 1 I ) 1
_ - — _ ' ! 1 !
: ! ! : ! :
L} T }
o - m— : ' o 4 f o 4 —t
L} ! }
— | — ! — _—
(. ' - , I ] — ! I 7] ) )
: ! ! — _ .
o _— 1 o _— -
| L | |
(] o
| | | | | | | | |
signed declined ineligible signed declined ineligible signed declined ineligible
Created by author from list of signatories merged with the World
15 Bank’s openly available dataset Worldwide Governance Indicators.
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Analyses

® |[TU’s supporters
® |ittle support in developed states
® Anecdotal statements about developed versus developed
seem to be corroborated---correlation of states and
Institutions
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Analyses

® |[TU’s supporters
® |ittle support in developed states
® Anecdotal statements about developed versus developed
seem to be corroborated---correlation of states and
Institutions

® Kleinwachter’s Trojan Horse
® Selection of article justifications in Resolution 3

® Mueller: It was signable
® Vagaries were OK, clever compromise

® Jesse

® Agenda setting and forum building
Scope of regulation via actors
Scope violation in human rights

Legitimacy, legitimacy, legitimacy...the name of the game is

controlling the dialogue/forum
|16
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Outcomes: First Volley

® End of the Da)l N N ication Union
® No mention of Internet in
binding sections of treaty
® Resolution 3 on engaging in  FINALACTS

WORLD
Internet governance CONFER
. {INTERN
® Definition of operators TELEC TIONS
Vague (DUBAI, 2012)

® Control routes (2.6,3.3)

® Security and robustness of
networks (5A)

® Unsolicited bulk electronic
messages (5B)

® Right of users to access WCIT. 42012
international network

o0
ooooo
-----
ooooo
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Outcomes: First Volley

FINAL ACTS
WORLD
CONFERE
INTERNA

TELECO >ATIONS
(DUBAI, 2012)

WCIT . i 20e
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Outcomes: First Volley

International Telecommunication Union

® Bad: lots of developing states

went along
® Fragmented market
. FINAL ACTS
® TJelecommunications model WORLD
® Potential for fragmented Internet | CONFER!
« 1: - ’ INTERN
® Talk of “digital cold war TELEC( ATIONS

(DUBAI, 2012)

o0
ooooo
-----
ooooo
ooooo

oooooo

------

WCIT 2R
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Outcomes: First Volley

International Telecommunication Union

® Bad: lots of developing states

went along
® Fragmented market
. FINAL ACTS

® TJelecommunications model WORLD

® Potential for fragmented Internet | CONFER

e Talk of “digital cold war” N e

T Al TELEC \TIONS

® Good:info on state BEB/) da)

preferences

® Concrete evidence in proposals
® Russia, multi-region proposal

o0
ooooo
-----
ooooo
ooooo

oooooo

oooooo

WCIT 4202
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Outcomes: First Volley

International Telecommunication Union

® Bad: lots of developing states

went along
® Fragmented market
. FINAL ACTS

® TJelecommunications model WORLD

® Potential for fragmented Internet ﬁ!qrhéI;lEl\F

e Talk c?f digital cold war TELEC TIONS
® Good:info on state BEB/) da)

preferences

® Concrete evidence in proposals
® Russia, multi-region proposal

® Good:ITU preferences
® “Dedication” to consensus
® Willingness to close door

ooooo
ooooo

oooooo
oooooo

Ud\f FEol=
® Where to focus efforts
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AFRINIC $8:

7 C)APNIC
UKN%:F

ICANN

RIPE

EENCC

American Registry for Internet Numbers

NANOG

Thursday, January 17, 2013



P40 ICANN
AFRINIC g

" C)APNIC RIPE

___NccC

UKN%F 0@~ = NANOG

Polish Network Operators” Group

American Registry for Internet Numbers
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A ICANN
AFRINIC g3

pryfor Afrca o (L (: :) APN |C R ’ P E American Registry for Internet Numbers

ENCC

UKN*F oo NADPS

Polish Network Operators’ Group
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AFRINIC

Alrca

American Reg ’ ry for Internet Numbers

//
y

//
A
7
|
==

P erators’ Group

NANOG

UKN:F
(’ amsix@

DE CIX amsterdam internet exchange
|

Dy Al s

——

e LINDX
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‘ \ ICANN

AFRINIC b,
et Numbers Regatry for ' R ' PE American Real™ aternet Numbers
\\ ;

\
THhe Inter Alrca \
" ¢)APN

‘NCC 4 N p

UKN:F R
(’ amsixCp

amsterdam internet exchange
DE-CIX | o g netlgod LI

’
. .
,/‘ %

R OPerators’ Group

Thursday, January 17, 2013



Thank you!

Comments or questions: jsowell@mit.edu

20

Thursday, January 17, 2013



