


Coleg Sir Gar

» Further Education (FE) 14+

« Higher Education (HE)

« 5 sites, ~10,000 students, ~850 staff
« 1Gbps Internet at HQ site

« 1Gbps Internet at DR site

« 1Gbps private circuit between sites



DdoS Services

 http://titaniumstresser.net
 http://powerstresser.com
 http://ipstresstest.com
 http://darkbooter.com
 http://pantheonstresser.com


http://titaniumstresser.net/
http://powerstresser.com/
http://ipstresstest.com/
http://darkbooter.com/
http://pantheonstresser.com/

A CAUTION

Legacy IP Only

This product does not
support the current
generation of Internet
Protocol. IPv6.

https://www.flickr.com/photos/n3pb/8765646099/in/set-72157634324914351/



As an OP, Admin or Owner, set the channel topic or send a message like the following:
Ilazor targetip=127.0.0.1 message=test test port=80 method=tcp wait=false random=true

To start an attack, type:
Ilazor start

Or just append "start" to the END of the topic:
Ilazor targetip=127.0.0.1 message=test test port=80 method=tcp wait=false random=true

start

To reset loic's options back to its defaults:
Ilazor default

To stop an attack:
Ilazor stop
and be sure to remove "start" from the END of the topic, if it exists, too.

Take a look at source code for more details.



Dynamic Reponse

softflowd

offlowd » NefFlow Collector

Targeted Server(s)

http://en.wikipedia.org/wiki/File:Stachledraht _DDos_Attack.svg



5 March 2014

packets/sec

pfsense.localdomain - IFJAMNET :: Packets - 2 days - 5 minutes average
200 k
150 k
100 k
50 k
0 -l- I . L it
Wed @0: 00 Wed 12: 80 Thu 88: @6 Thu 12: 08

B wan-in-block M wan-in-pass Owan-in&-block O wan-inG-pass
O wan-out-block @ wan-out-pass B wan-out&-block W wan-outé-pass

maximum average current period
in-pass 13.60 k pps 2.53 k pps 1.54 k pps 372.14 M pkts
out -pass 7.48 k pps 1.55 k pps 0.968 k pps 227.24 M pkts
in-block 152.39 k pps 2.76 k pps 0.01 k pps 405,04 M pkts
out-block 77.59 pRs 1.31 pRs 0.7% pRs 192,00 k pkts
in-passa 30.00 m pps 11.29 m pps 13.33 m pps 1.66 k pkts
out -passa 0,00 PRS 0,00 pPps 0,00 PRS 0,00 pkts
in-blocks 10.00 m pps 0.09 m pps 0.00 m pps 12,98 pkts
out -passa 0,00 PRS 0,00 pPps 0,00 PRS 0,00 pkts

Mar 06 16:53:36 2014
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5 March 2014

pfsense.localdomain - IFJANET

Packets - 2 hours - 1 minute average

B wan-in-block M wan-1in-pass
O wan-out -blaock

in-pass
out -pass
in-block
out-block
in-passa
out -passa
in-blocks
out -passa

a7 50 08 0o 08:18

B wan-out -pass

maximum average

4,55 k pps 1.24 k pps
5.79 k pps 1.94 k pps
194.52 k pps 67.03 k pps
87.63 PRS 9,83 pPps
63.71 m pps 8.97 m pps
0,00 PRS 0,00 pPps
23.33 m pps 1.47 m pps
0,00 PRS 0,00 pPps

Q8: 20

O wan-1n&-block
B wan-out&-block

28: 30 B8 40 0E: 50 05 0@ o3 1o
O wan-1inG-pass
W wan-outG&-pass
current period
4,55 k pps 6.68 M pkts
2.45 k pps 10,47 M pkts
0.01 k pps 361.97 M pkts
0,73 pRs 53.63 k pkts
0.00 m pps 48, .46 pkts
0,00 pRs 0,00 pkts
0.00 m pps 7.9l pkts
0,00 pRs 0,00 pkts

Mar 05 16:22:51 2014



Number of Packets

5 March 2014
pfSense log (not complete)

Number of Packets by TTL
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Mar
Mar
Mar
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Possible source?

3,2014 01:06:16.814944000
3,2014 01:10:29.281929000
3,2014 01:10:29.281933000
3,2014 08:00:17.999137000
3,2014 08:00:17.999145000
3,2014 08:04:19.773735000
3,2014 08:04:19.773737000

178.X.x.66
178.X.x.66
178.X.x.66
178.x.X.66
178.X.x.66
178.X.x.66
178.x.X.66

United Kingdom
United Kingdom
United Kingdom
United Kingdom
United Kingdom
United Kingdom
United Kingdom

Dedicated Server...

seediBe.colegsirgar.ac.uk0x0001
sobdibe.colegsirgar.ac.uk0x001c
Sebdibe.colegsirgar.ac.uk0x001c
Seture.colegsirgar.ac.uk0x0001
Seture.colegsirgar.ac.uk0x0001
A&e8Pe.colegsirgar.ac.uk0x0001
Zet99e.colegsirgar.ac.uk0x0001


http://secure.colegsirgar.ac.uk/
http://secure.colegsirgar.ac.uk/
http://secure.colegsirgar.ac.uk/
http://secure.colegsirgar.ac.uk/
http://secure.colegsirgar.ac.uk/
http://secure.colegsirgar.ac.uk/
http://secure.colegsirgar.ac.uk/
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World Map of Internet Adresses

This wisualizations shows the geographic location of 1,139,441,531 ip adresses. The locations are grouped by
city, divided into four categaries according to the tatal number af ip adresses belanging ta a city. The
categories are net-metropoles {mare than 10,000,000 IPs), aet-capitais (1,000,000 up tp 10,000,000 IPs),
net-ities {100,000 up 1,000,000 IPs} and net-vilages (fewer than 100,000 1Ps). IP adresses that cannot be
allacated to a city were left out. The map is projected using the Mollweide equal area projection. The charts
“Top 10 Countries” and "Top 10 cities" are referencing the absolute number of IPs,

This visualization is based on GeoLite data created by MaxMind, available from http://maxmind.com/.
See hilp:/fuish.net/blog/world-map-of-internet-adresses/ for further details on how this map was created.

GeolP is biased

009, visé net

https://www.flickr.com/photos/53260176@N06/4917017613/



Most Attacks from DE and US

Or should that be Brussles?

- DE -74.125.17.0/24
- US -74.125.181.0/24
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EDNS client subnet

203.0.113.18

192.0.2.247

ns2.example.com

http://commons.wikimedia.org/wiki/File:Server-web.svg



11 April 2014

pfsensel.csg.ac.uk - IFJANET :: Traffic - 1 hour - 1 minute average

42 M

260 M

20 M

bits/sec

10 M

2]

20: 30 28: 35 20 40 20: 45 20: 50 20: 55 21: 080
W wan-in-block W wan-in-pass @O wan-1in&-block [Owan-inG-pass
O wan-out-block M wan-out-pass M wan-outG-block M wan-outG-pass
B wan-1in (95%) M wan-out (95%)
maximum average current period 95th percentile

IPv4 in-pass 2.81 Mb/s 1.13 Mb/s 2,81 Mbss 254,78 MB 1 35.53 Mb/s
IPv4 out-pass 2.20 Mbis 0,45 Mb/s 2.20 Mbss 101.59 ME o -1.68 Mb/s
IPv4 in-block 36.00 Mb/s 9,27 Mb/s Q.00 Mbss 2.09 GB 1
IPv4 out-block 83.21 b/s 37.31 h/s 38.89 b/ss 8.40 kB o
IPvE 1n-pass 34.87 b/s 10.36 h/s 3.16 h/s 2.33 kB 1
IPvE out-pass 0.00 b/s 0.00 b/fs 0.00 bfs 0,00 B o
IPvE in-block 0.00 b/s 0.00 bfs 0.00 hbis 0.0 B i
IPvEe out-block 0.00 b/s 0.00 bfs 0.00 hbis 0.00 B o

Apr 12 14:11:33 2014



11 April 2014

pfsensel.csg.ac.uk - IFJANET :: Packets - 1 hour - 1 minute average

200 k
150 k

lo6 k

packets/sec

568 k

2] -
20: 38 208: 35 20 48 20: 45 20: 50 28: 55 21: 00
B wan-in-block M wan-in-pass Owan-in&-block O wan-inG-pass
O wan-out-block @ wan-out-pass B wan-out&-block W wan-outé-pass

maximum average current period
in-pass 362.46 pps 151.80 pps 362.46 pps 273.24 k pkts
out -pass 331.68 pRs 127.12 pRs 331.68 pRs 228.82 k pkts
in-block 160.72 k pps 41 .40 k pps 0.00 k pps 74,52 M pkts
out-block 236.37 m pps 104.23 m pps 110.47 m pps 187.62 pkts
in-passa 51.40 m pps 13. 44 m pps 3.80 m pps 24,19 pkts
out -passa 0,00 PRS 0,00 pPps 0,00 PRS 0,00 pkts
in-blocks 0.00 pps 0.00 pps 0.00 pps 0.00 pkts
out -passa 0,00 PRS 0,00 pPps 0,00 PRS 0,00 pkts

Apr 12 14:12:12 2014



Attack against 212.219.193.147

Apr11.12:57:45 dns3 pdns[31799]: Coprocess: DDOS Query from 203.0.113.147; returned 212.219.193.147
Apr11.20:20:12 dns3 pdns[31799]: Coprocess: DDOS Query from 203.0.113.147; returned 212.219.193.147

Apr11.20:43:51 dns1 pdns[14695]: Coprocess: DDOS Query from 198.51.100.0/24 via 74.125.17.147; returned 212

Apr11.22:02:20 dns3 pdns[31799]: Coprocess: DDOS Query from 203.0.x.147; returned 212.219.193.147
Apr12 05:00:22 dns3 pdns[31799]: CoprocessDDOS Query from 203.0.113.147; returned 212.219.193.147

Apr 12 05:44:06 dns1 pdns[14695]: Coprocess: DDOS Query from 203.0.113.147; returned 212.219.193.147

UK VPS provider

2014-04-11 20:43:51.651423000 - DNS request made from Google to dns1
2014-04-11 20:43:51 - response sent to Google DNS
2014-04-11 20:43:58.996 - UDP dst port 80, random src port attack started



17 April 2014
Distributed HTTPS Flood Attack

number

utilization,

pfsensel.csg.ac.uk - System :: Processor - 1 day - 1 minute average
200 T
120
~

160

140

120

100

1]

=12

40 l

20

P 1 G S IS 11 0 O O ) ST
02 00 04 06 & 90 Qg 0o 10: 2 1200 14 06
B user Mnice M system O interrupt M processes
minimum average Maximum current

User util. 0,00 486.88 m 4. 01 0. 48
Mice util. 0. 00 1.53 43,17 871.92 m
System util. 0,00 428.65 m 3,00 S21.24 m
Interrupt 0,00 1.52 g, 31 975,35 m
Processes 165, 36 laa, 87 174, 46 174, 4&

Apr 17 17:20:44 2014



17 April 2014
Minimal Bandwidth

pfsensel.csg.ac.uk - IFJANET :: Traffic - 1 day - 1 minute average

20 M
40 M

20 M ,

bits/sec

-28 M

-4 M

-G8 M

02 08 04 00 B&: 00 08 08 1a@: 8@ 12: 00 14: 0@
W wan-in-block W wan-in-pass @O wan-1in&-block [Owan-inG-pass
O wan-out-block M wan-out-pass M wan-outG-block M wan-outG-pass
B wan-1in (95%) M wan-out (95%)
maximum average current period 95th percentile

IPv4 in-pass 66,22 Mbh/s 7.85 Mh/s 4,73 Mb/s 49,43 GB 1 15,41 Mh/s
IPv4 out-pass 52,30 Mh/s 2.63 Mb/s 3,92 Mbss 156.59 GB o -10.,92 Mb/s
IPv4 in-block 47,17 khyss 3.31 kbss 3.69 kbhss 20,82 MEB 1
IPv4 out-block 1.57 kb/s 0.17 kbh/s 0.79 kbss 1.04 ME o
IPvE 1n-pass 68.31 b/s 11.21 h/s 11.97 b/s 70,63 kB 1
IPvE out-pass 0.00 b/s 0.00 b/fs 0.00 bfs 0,00 B o
IPvE in-block 2.080 hbis 0.00 bfs 0.00 hbis 0.0 B i
IPvEe out-block 2.080 hbis 0.00 bfs 0.00 hbis 0.00 B o

Apr 17 17:21:27 2014



17 April 2014
Small Packets

pfsensel.csg.ac.uk - IFJANET :: Packets - 1 day - 1 minute average

packets/sec

-5.0 k

02: 08 04: 00 06: 08 08: 0o 16: 68 12: 008

B wan-in-block M wan-in-pass Owan-in&-block O wan-inG-pass
O wan-out-block @ wan-out-pass B wan-out&-block W wan-outé-pass

maximum average current period
in-pass 5.77 k pps 1.53 k pps 0.56 k pps 77.31 M pkts
out -pass 5.10 k pps 0.87 k pps 0.35 k pps 43,84 M pkts
in-block 50.25 pps &6.76 pps 1.81 pps 340.68 k pkts
out-block 1.79 pRs 0.17 pRs 0.53 pRs 8.36 k pkts
in-passa 106.72 m pps 14.35 m pps 14.38 m pps 723.35 pkts
out -passa 0,00 PRS 0,00 pPps 0,00 PRS 0,00 pkts
in-blocks 0.00 pps 0.00 pps 0.00 pps 0.00 pkts
out -passa 0,00 PRS 0,00 pPps 0,00 PRS 0,00 pkts

14: 00

Apr 17 17:21:12 2014



17 April 2014
Lots of states

pfsensel.csg.ac.uk - System :: States - 1 day - 1 minute average

400 k T

300 k
o
-
= _ PU—— TP P T LS P W IR i i R T TR P TR R S S
0 200 k
4+
[1¥]
-'_I
1]

100 k

(] rl
0200 04 ag & 90 0g: 00 10: 2 1200 14 00
W system-pfrate W system-pfstates W system-pfnat MW system-srcip O system-dstip
minimum average Maximum current periaod

state changes 109,00 cps 141 .26 Cps 145,50 Cps 145,50 Cps 7.11 M chg
filter states 3.23 k 211.03 k 323.74 k 218.92 k
nat states 32,68 195,87 k 309,32 k 202.73 k
Source addr. 211.02 29,02 k 34,25 k 29,86 k
Dest. addr. 349,07 1.13 k 2.03 k 1.28 k

Apr 17 15:50: 37 2014



Compromised Hosts

o Stateful attack

« ~100,000/hr queries for
secure.colegsirgar.ac.uk

« Some 36,000 comprimised/infected hosts
* Mostly hosting providers
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