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Agenda

1. IPv6 is here! (Really, we mean it this time...)

2. DHCPvo (i.e., Oh, look what IPv6’s dragged
in!)

3. Stuff that's (more or less) working

1. Prefix delegation
2. DHCPv6 fingerprinting

4. Stuff that's (more or less) borked

1. Failover
2. Sanity in mixed autoconfig environments

5. Conclusion
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IPv4 is depleted...
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IPVG6 is Here...

e Native 3.64% e 6tod/Teredo 0.01% | August 19, 2014

-

L"wy 3%

HWJ

M“
2.50%
2%

| U;"U’LM"L’LI‘ 1.50%

MMNWWW
L Ml 0.5%
LA
s
gl TRy
M

AU AL AR M e e, | . 00 Y

| | | | |
2009 2010 2011 2012 2013 2014

|r'lf0b|0)( ::" © 2015 Infoblox Inc. All Rights Reserved. 4



IPVG6 is...Over There...

UK Percentage of IPv6 Users
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Some IPv6 Network Operator Measurements
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UK IPv6 Network Operator Measurements
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DHCPv6 - What's (More or Less) Working

DHCPv6 Prefix
Delegation
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DHCPv6 Relay - ISC 4.3

> S

remote-id;
relay-id relay-id 0pt|0ﬂ decode

w@ws

 Custom provisioning of DHCPv6 info for a particular client
or client type or circuit ID

* C(Classes can now be created based on DHCPv6 relay-
provided options (rather than just client-provided options)
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DHCPv6 Relay - ISC 4.3

Remote-ID Option Syntax

Partial standard specification for syntax:
<enterprise-id><remote-id>

Result from relay:

<enterprise-id><relay-DUID><relay device-type><device-id info>

port or circuit

e.g. Brocade number
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DHCPv6 Relay - ISC 4.3

D ® 9 O

isc.org @] \'ﬁ ] 4] |T

Internet Systems
Consortium

Ve

The ISC.org web site is down for maintenance.

We believe the web site may have become infected with malware. Please scan any machine that has accessed this site
recently for malware.

This is a WordPress issue, ftp.isc.org, kb.isc.org and our other network resources are unaffected. We have not had any
reports of any client machines that have been infected from our website. If you believe you have caught a virus from
our web site, please let us know, by email to security-officer@isc.org.

In the meantime, all the things you come to our www site for are still accessible to you.

This is a great time to take a look at the Internet Archive, who is making an on-going record of the Internet, including
our web site.
https://web.archive.org/web/20141007025209 /https://www.isc.org/

HOW TO GET SOFTWARE

Until this site is restored, you can download your ISC software from our ftp site.

Or, type ftp.isc.org into your browser and you will see an html page. Select the “isc” folder and double click to open it.
Within the “isc” folder you will see folders for “bind9” and “dhcp” and other software we host on www.isc.org.
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DHCPv6

DHCPvV6 Fingerprinting
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DHCPv6 Fingerprinting
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DHCPv6 Fingerprinting
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DHCPv6 Fingerprinting

000 |%] Capturing from Standard input [Wireshark 1.8.4 (SVN Rev 46250 from (trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
No.

Source Destination
86 536.637505000 feg0: :a00: 27ff : fes3::ff02: :
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P Internet Protocol Version 6, Src: feB0::a00:27ff:feS53:a4fb (fe80::a00:27ff:fe53:a4fh), Dst: ffoz::1:2 (ffo2::1:2)
P User Datagram Protocol, Src Port: dhcpv6-client (548), Dst Port: dhcpws-server (547)
= DHCPvE
Message type: Solicit (1)
Transaction ID: Ox6249ab
= Client Identifier: 0001000118d0fbl1308002753a4fh
Option: Client Identifier (1)
Length: 14
value: 0001000118d0fbl1308002753a4fh
DUID type: link-layer address plus time (1)
Hardware type: Ethernet (1)
Time: Mar 11, 2013 13:29:07 POT
Link-layer address: 08:00:27:53:a4:fb
~ Option Request
Option: Option Reguest (&)
Length: 4
value: 00170018
Requested Option code: DNS recursive name server (23)
Requested Option code: Domain Search List (24)
~ Elapsed time
Option: Elapsed time (8)
Length: 2
Value: 0000
elapsed-time: © ms
~ Identity Association for Non-temporary Address
Option: Identity Association for Mon-temporary Address (3)
Length: 12
Value: 2753a4fb00000e1000001518
IAID: 2753a4fh
Tl: 3600
TZ: 5400

o0fb1308002753a4f1 | m
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DHCPv6 Fingerprinting

000 || Capturing from Standard input
Eile Edit \__fiew Co Qaptur_e gnalvze §t_atistics T_e_lephony Tools Internals H__elp
Length

Protocol
CHCPVE

Source Destination
feB0: :a00: 27ff : fesa:: ffoz:

86 536.637505000

[Wireshark 1.8.4 (SVN Rev 46250 from /trunk-1.8)]

114 solicit XID: Gx624g9ab CID:

Y

Info

00010001 18defb1308002753a41 | m
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P Internet Protocol Version 6, Src: fe80::a00:27ff:feS3:ad4fb (fe80::a00:27ff:fe53:a4fh), Dst: ffoz2::1:2 (ffoz2::1:2) -
P User Datagram Protocol, Src Port: dhcpv6-client (546), Dst Port: dhcpv6-server (547) L
= DHCPwE
Message type: Solicit (1)
Transaction ID: Ox6249ab
w Client Identifier: 0001000118dofhl1308002753a4fh
Option: Client Identifier (1)
Length: 14
Value: 0001000118d0fbl308002753a4fh
DUID type: link-layer address plus time (1)
Hardware type: Ethernet (1)
Time: Mar 11, 2013 13:2%:07 POT
Link-layer address: 08:00:27:53:a4:fb
~ Option Request
Option: Option Request (&)
Length: 4
Value: 00170018
Requested Option code: DNS recursive name server (23)
Requested Optien code: Domain Search List (24)
~ Elapsed time
Option: Elapsed time (8)
Length: 2
Value: 0000
elapsed-time: O ms
= Identity Association fer Non-temporary Address
Option: Identity Association for Non-temporary Address (3)
Length: 12
Value: 2753a4fb00000e1000001518
IAID: 2753a4fh
T1l: 3800 W
T2: 5400 v
o000 i 1
0010 m
0020
0O30 -
0040 A
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DHCPv6 Fingerprinting

IPv4 DHCP Option Request (Option
h5h)

_~
_—~

DHCPv6 Option Request (Option
o)
= Typically, fewer options appear under Option 6 in a DHCPv6
SOLICIT

" Other elements may be required to validate the device type or
system
— Vendor Class field (where present)
— Timing how often the client sends a SOLICIT message
— In dual-stack environments, correlation with the IPv4 fingerprint
— The Client Identifier field in a DHCPv6 SOLICIT

Infoblox 5% © 2015 Infoblox Inc. All Rights Reserved. 17




DHCPv6 Fingerprinting

=

DHCPvE
Message type: Solicit (1)
Transaction ID: Ox6249ab
= Client Identifier: 0001000118dofbl308002753a4fh
Option: Client Identifier (1)
Length: 14
Value: 0001000118d0ofh1308002753a4fh
DUID type: link-layer address plus time (1)
Hardware type: Ethernet (1)
Time: Mar 11, 2013 13:29:07 POT
Link-layer address: 08:00:27:53:a4:fbh
< Option Request
Option: Option Request (6)
Length: 4
Value: 00170018
Requested Option code: DNS recursive name server (23)
Requested Option code: Domain Search List (24)
+ Elapsed time
Option: Elapsed time (8)
Length: 2
Value: 0000
elapsed-time: 0 ms
+ Identity Association for MNon-temporary Address
Option: Identity Association for Mon-temporary Address (3)

Infoblox “ -
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DHCPv6 Fingerprinting
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DHCPv6 Fingerprinting and BYOD

|

orGTFOs
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DHCPv6 Fingerprinting and BYOD

" Actionable data
" (Very basic) Security
" |s this type of device allowed on the

network? (i.e., will it be allowed an IP
address assignment via DHCP)

" Reporting
" What devices are connecting (or
attempting to connect)?
" Passive -- no additional transactional
overhead
" compare with nmap host OS detection
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DHCPv6 Fingerprints

fin

" Currently, 198 unique fingerprints for DHCP

= None for DHCPv6

— Likely due to a lack of general IPv6
deployment in environments where
fingerprinting is potentially most useful (i.e.,
enterprise/corporate networks)

— Thus, BYOD not generally a challenge for IPv6

(yet...)
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DHCPv6 - What’s Borked

DHCPv6 Failover
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DHCPvG6 Failover

" Often repeated that it’'s not needed (unless
you're doing PD)
* Many enterprises are insisting on it
= “We do it this way in IPv4 and we want to
be able to do it the same way in IPv6...”

= Still no standards

— DHCPv6 Failover Requirements
 draft-ietf-dhc-dhcpvo-failover-requirements-07
— DHCPvo6 Failover Design
» draft-ietf-dhc-dhcpv6-failover-design-04

* Still no proprietary implementati [

InfObIOX .;" © 2015 Infoblox Inc. All Rights Reserved. 24



DHCPvG6 Failover

" Workarounds:
" Split prefixes
 Take a /64 and split it into two /65s,
one per DHCPv6 server; e.g.:

> 2001:db8:1:1:0000::/65
2001:db8:1:1::/64 <
> 2001:db8:1:1:8000::/65
* Use DHCPvG6 Preference option
(primary server at 255, secondary at
0)
* Drawback: Over time, uneven

distribution of leases between servers

* Additional workarounds in RFC 6853 -
DHCPv6 Redundancy Considerations

Infoblox 25 © 2015 Infoblox Inc. All Rights Reserved. 25



DHCPv6 - What’s Borked

SLAAC/DHCPvV6 Interaction
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DHCPv6 - Autoaddressing Review

" SLAAC

— Routers advertise prefixes that identify
the subnet(s) associated with a link,
while hosts generate an "interface
identifier" that uniquely identifies an
Interface on a subnet. An address is
formed by combining the two.
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DHCPv6 - Autoaddressing Review

= DHCPv6 (stateful)

- The Dynamic Host Configuration
Protocol for IPv6 (DHCP) enables DHCP
servers to pass configuration
parameters such as IPv6 network
addresses to IPv6 nodes. It offers the
capability of automatic allocation of
reusable network addresses and
additional configuration flexibility.
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DHCPv6 - Autoaddressing Review

= DHCPvV6 (stateless)

—Used by nodes to obtain configuration
iInformation, such as the addresses of
DNS recursive name servers, that does
not require the maintenance of any
dynamic state for individual clients. A
node that uses stateless DHCP must
have obtained its IPv6 addresses
through some other mechanism,
typically stateless address
autoconfiguration.
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DHCPv6 - Autoaddressing Review

SN ey ICMPvé6 RA (Type 134) Resulting Addi'tional :
Configuration IPv6 Addresses C?Bf{i;gsu::r?;: dc:rﬂleiﬁns
Method A Flag M Flag Configured search list,T!:TR etc)
SLAAC | 0 0 #;’:p:;’::y' ::fé Not provided
Stateless DHCPv6 | 0 | Smhe =l DHCPv6
Temporary IPvé
Stateful DHCPv6 0 | unread 'B"ﬁéf,ii" DHCPv6
InfOblox i:" © 2015 Infoblox Inc. All Rights Reserved. 30




Autoaddressing - Renumbering scenarios

Releaselreplace /

Releaselreplace /

Retain/add /
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DHCPvG6/SLAAC Interaction

Host has not acquired any
addresses

Host has not acquired any
addresses

Host has acquired address from
DHCPv6 only

Host has aCCIUired address from
SLAAC only

Infoblox “ -

No RA

RA with M=0, o=1

RA with M=0

RA with M=1

Some popular OSes acquire
DHCPv6 addresses.

Some popular OSes acquire
Other info from DHCPv6 addresses. Others do
so only if A=1.

Some OSes release pHceve

immediately. Some release upon expiry.

Some OSes release prcrve
immediately. Some release only if SLAAC

address expires and can't be refreshed.

© 2015 Infoblox Inc. All Rights Reserved.
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DHCPvG6/SLAAC Interaction

Test, test, then test some more...
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CONTROL YOUR NETWORK ® ,\

Questions?

tcoffeen@infoblox.com
twitter: @ipvetom
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