w Distributed Prevention of
, DoS

Collaboration is key
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DoS Background

What is a Denial of Service attack?

* An affempt to consume finite resources, exploit weaknesses in software
design or mplementation, or exploit lack of infrastructure capacity

* Effects the availability and ufility of computing and network resources

* Attacks can be distribufed for even more significant effect

* L/ attacks can be time consuming and involve high levels of manual
process to ensure live users remain enabled

* The collateral damage caused by an attack can be as bad, if not
worse, than the attack itself

* Attacks can be sustained for months



What is Denial of Service?

= The main point:

DoS is an Outagel

= Slow starvation or volumetric (simple attacks are still hitting the headlines)
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DoS vs. DDoS¢

= One system is sending the traffic vs many systems are sending the traffic

= Does it really matter?
= __.In what cases?e
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Youtube

UDYSGAMERTRHG DDOS Attacks Explained - Tech Tuesday

T h T d by WoodysGamertag
ec ues ay 1 year ago * 136,503 views
Join Team Gamertag = http://bit.ly/TeamGamertag Scuf: http://scufgaming.com

A rom om

How to DDoS w/ Info

by TheHacker0007
2 years ago * 172,979 views

Hope you liked the video! :) If your anti-virus says it a virus, its a "hacking" tool. All

hanbinAalrmadAdin~alflanAdin~ Ata tAanla Ava

What happens when you DDoS a twitch streamer

by Dat Hacker
7 months ago * 19,715 views

I'll show you what happens when you DDoS a twitch streamer, for if you were
wondering.

= - --| DDoS is not hard. (The noob way)
7 Kitchumen Ac.|] by MNG Rampant

2 years ago * 394,688 views

Don't be amazed by a random who can DDoS something. The easiest way to DDoS a

) DN —_—— e m e A 0 L. 0 AL o ..

How to DDoS someone using Skype

by Sam Luscombe

5 months ago * 33,066 views

made with ezvid, free download at http://ezvid.com Quick video explaing how to DDos
Somone using Low lon Orbit Cannon or a ...

HD



Botnhets & C&C Servers

= Botnet - (Zombie Army) A collection of internet connected

programs to perform certain tasks. The can be used to send spam or launch Ddos :
affacks.

= C&C Servers - A botnet's originator (known as a bot herder or bot master) can
control all these compromise programs to basically send bad traffic to a
destination machine.
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Key Considerations For DDoS Profection

= Scalability - How many resources may be brought to bear?
- Different levels of scale depending on positioning

= Flexibility - What types of attacks may be mitigated & what techniques may be
used?e

= Specialized Resources, Expertise & Focus - Who or what is analyzing the attacks,
what resources are available, and who has the responsibility to coordinate the

defense?¢

= What is the full breadth of fools at your disposale

= Cost, not just monetary, but collateral daomage (Brand damage)

= |nsurance or Losse



Contributing factors (what can you influence?)

Not patched Content Management Systems (CMSes)

= Available reflectors (DNS, NTP, SSDP)
= ... with ability tfo amplify

= More bandwidth available

Unpatched embedded devices — version control awareness

Misconfigured nodes

Vulnerable network elements i.e. CPEs

Weak security
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Reflective attacks

= Attacks where the an unwilling intermediary is used to deliver the attack traffic

= The attacker would normally send a packet with a forged/spoofed source IP
address to the intermediary. The forged address is going to be the one of the
target. The intermediary will deliver a response which will go to the target
instead of the aftacker

= Note to audience: think what protocols we can use for thate
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Reflector types

= The ones that are of inferest and provide reflections are:
= DNS

= NTP

= SNMP

= SSDP

= Other UDP¢¢¢
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What is DNS resolution?e

= The process of mapping:
www.a10networks. com => 191.236.103.221

S:10.1.1.10D: 3.3.3.3
—  WhatistheIP for —

www.alOnetworks.com? .
E ...If the answer
S:3.3.3.3D:10.1.1.10
— <«—www.alOnetworks.com— WGS CGChed
10.1.1.10 isat 191.236.103.221 3.3.3.3
S:10.1.1.10 D: 3.3.3.3 53333 Di<root> | NS

Who is responsible for .com?

—  What isthe IP for —

E www.alOnetworks.com?

<root>

S:3.3.3.3 D: <.com>
Who is responsible for—— !

alOnetworks.com?
— S:3.3.3.3D:10.1.1.10 S-COomE
10.11.10 «— 10network 3333 S:3.3.3.3 D: <root> !
. WWW.aluUnetworkKs.com Who is
isat 191.236.103.221 www.alOnetworks.com? <.alOnet
works
.com>
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What is DNS reflectione

= What happens if an attacker forges the victim address as its source?

E S:191.236.103.221 D: 3.3.3.3

e ——  WhatisthelPfor ~ —— ...the reflected
10.1.1.10 WWW.Cisco.com? .
S:3.3.3.3D:191.236.103.221 TrOffIC goes TO The
T wwwdsocom target server
ISa o o B

E +«—S: X.X.Y.ZD: 191.236.103.221——

191.236.103.221 +«—S: X.X.Y.ZD: 191.236.103.221—— ! E
+«—S: X.X.Y.ZD: 191.236.103.221—— E

= ... and what if hundreds of
misconfigured open DNS resolvers are usede
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What is an amplification attacke

= Asymmetric atfack where the response is much larger than the
original query

) —\ S:191.236.103.221 D: 3.3.3.3

—_— —
Size: 64 bytes
10.1.1.10 vt - !

S:3.3.3.3 D:191.236.103.221 3.3.3.3
«— Size: 512 bytes

191.236.103.221
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Amplification types

= The ones that are of interest and provide reflections are:
= DNS

= NTP

= SNMP

= SSDP

= What else?
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Reflection and Amplification

S:191.236.103.221 D: 3.3.3.3
e What is ANY isc.org

10.1.1.10 S:3.3.3.3 D: 191.236.103.221

ghosinood@sgwi~$ dig ANY isc.org @17220.1.0

S ANSVER SECTION:

g, &1 N RRSIC DS723440020130407155725 0130517145725 £2353
2o, KH1/507 DoFl /a1 8/ TxXnaDR 5,0 N Cak eBrg B 292V o2 IRE AD LR AY

Ky KOS On Al B84 2i0Deccdyy Mo swdhjafutPod Und 113 TH 1a/ 3.3.3.3
NG FBLSQ@gBYVTISHY ] ENn+4fPOCRAYWANGES Yodq WepezOjz 1 s

Bcoeg. &1 N D8 2ep252

FI1Z1340021D41 5D20283C223A CEDRE03CTT 3DDP52DSMEBSCTT 75840 £18DASES
iscorg. £1 IN D8 1289251

9821 130038455 A 1DPFSAEE] E23T ASFAPFIFRT 5P

A

g, 5725 IN RRSG A S 27200 20130420134150 20130521134150 50012
191 236 103 221 -xmg 08y PPV Yin 3242 IO IR A LG HET WoRmaGRa e 38 F+L0/R
. . . 220 glarERTE PPN FOXVE A oua A STIRC GuDieg redn Bl F LERrmvickn
%02 D30z 1 DIDLSag £ ICFATFrE ANkal /SR E NIz WS Es O T s DSl=
sz, 5725 IN A 149204882
zaed. 5725 IN RRSKS DNSKEYS 27200 201230520130130 20130521130120

12892 sz ceg. dBTGA /B vd hul ojo+Koned322y QWY STmvidSy H 49Pn/cHn

+y 1o SHgANTHE oz o NiEhno Sul L3mPNocnivi/A TS0 /Sy D S bILY

XNV 5or g@r V2o OcKAA AP Buslba nYQITsd orQTE4A KEKINSgvm

YRWE32E2 20 yo Pol alNO LT P LGDATRD2 Lo N AR WIGEHD

ST innTyn DB EEGATEG 0] nald LTy EREV GHCRe cvORT DE2
CHIRFPTCCEASne BvnsmiLP TG 1g £uf IpERs junvFaed cCfi00bi Xe@VIA==

iszeq. 5725 IN RRSKG DNSIEYS 27200 20130520120130 20130521120120
5001 2isz.20g. 0 1372 KIRcY 2 d FRw] 25 1/P2gDa 3o X9 § WCYDT5 oG RE ayc/SKEW E

S ATV SISTI VL AN B M LIRS T il ATE 18 MVAL AT

+«——S: XX.Y.ZD: 191.236.103.221% E
«—S: X.X.Y.Z D: 191.236.103.221"— !
«—+S: X.X.Y.Z D: 191.236.103.221— !

KOOedSSPZTSDnv\ZeAOFK&Mb L= uAprmnBoAs VUp S/ al/bs yENsOTOEFTd
scoeg. 5725 IN DNSIEY 2543 5 3QEAAAABwwrZ? Ca 0B 0IRTOT LY
a2 NERINNB FiE1dFG fino Jo YT XTr ADm Ne Ko+ /xd eTa QLru0KaZod IngT s Jyo T w20y
HEfn/RL2im CFR20Tn2 MfaqYhjPnY TdWah Y WsV FTVVEGMPS5 30 Pnfi7? 532Qetcixn
nﬁp)(\\ﬁeho Rl=
org. 5725 IN DNSITY 2543 5 BQEAAAABvwr? Ce rOB0IRTOT LY
03 NeRénho Fig1dfG fino Jo YT XTr AOm/ Ne Ko+ /xd eTa QLrdKoZod InglT Jyo T w20y
B h2Im CHR2OTn3 LfeqYHjPnYTdWan Y WWeaV fFHTVVEGmPS 3o PnfiT? 5323etchxn
*pX\Wae Ao Rl=
orootzerverzned. X728 IN A 1954102
orootsanmranad. £15390 IN  AAAA 20001:303003=2:230
brootzereraned. 203007 N A 19222879201
crootsenersnet. XTI N A 19233432
drootsenmranet X755 N A 1997.91.03
drootzerverznet 417805 IN  AAAA 2001:5002d:d
erootserversnet. 227707 N A 192203220.10
frootzermrznet X754 N A 19255240
frooctsermranat  £148152 IN  AAAA  2001:5002fF
grooisenersnet. 27703 N A 19211235 4
hroctsarersnetd. 208303 N A 12843253
nrochsarmrsnet.  L18774 N AAAA  2001:500:1:803F235
rootsarmrznat  20TAIT N A 19235.048.17




What is a subdomain attack?

= Direct or Reflection attack where the intermediary and victim spend cycles on
nonsense

E S:191.236.103.221 D: 3.3.3.3

[— — Whatis the IP for .
10.1.1.10 Xyz1234.www.Cisco.com? !

S:3.3.3.31 D: 91.236.103.221 3.33
“— NXDOMAIN
Response to legitimate protocol query

191.236.103.221
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NTP servers

] )
i [ Misconfi
= Stratum servers Misconfie y
ntp  NIF Serve NTP Server oied P Spoofed IP
. nsolicite - | poo
i Unsolicited Stratum = o
u NTP querles Unsolicited Answer | Answer \Spoofed P of victim of victim

of victim

nsolicited— " Spoofed 1P ‘

P ~ Misconfig / oot

Spoofed IP ==
= MONLIST command Jofvictim MONLIST Query
- provides
a list of clients that have Corp. NTP Server
time reCIdingS Low-erStratum

= What's nexte
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Solution@

= DNS “Any” Request Filtering

- DNS “Any” requests can be used for a DDoS attack, since they occupy DNS server resources
as the target server sends its many records to the requesters.

= DNS Request Rate Limiting—by FQDN

- |IP address — Limits the rate of queries from a given source.

- Requested domain name — Limits the rate of requests for the same domain name, from any sender, i.e. DNS
Birthday attack

- Scope for FQDN rate limiting— Specify how many labels of the FQDN to consider together when applying the rate
limit

- Maximum label length — Specify the maximum length for a given label within the FQDN, either at any suffix position
or beginning at a specific suffix position.

= DNS Request Rate Limiting—by Record Type
= NXDomain Inspection and Rate Limiting



Solution@

= Label Inspection and Label Length Limiting

- Limit the label length of the FQDN after a number of suffixes
=  Anything greater than suffix x will be limited

Ddos template dns tp-dns
fqdn-label-length 15 suffix 2
fgdn-label-length 10 suffix 3

Www.googlegooglegoogle.com

Qfes:f.wvwv.google.com

Qrcndominvolids’rring.google.com Does not pass label length 15 after suffix 2 check

alongstring.www.google.com Passes label length 15 after suffix 2 check,

but does not pass label length 10 after suffix 3 check
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Backscatter

= What is backscatter and why do | caree
= Traffic that is a by-product of the attack

= Why Is that inferestinge

- It is important to distinguish between the actual attack fraffic and unintended traffic sent by
the victim

- Classify the attacker and victim differently
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Metrics

- Bandwidth (Kbps, Gbps)

- PPS

- QPS

- Storage

- CPU

- Application specific — usually latency
- Bad actors

- Victims

- Geo-temporal
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Good Infernet citizenship



Mitigations (Assumption — preaching to the converted)

= Defend yourself
- Anycast

- Some form of IPS/DDoS mitigation gear — inline or asymmetric (service
dependent or independente)

- Overall network architecture
= Defend the Internet
- Rate-limiting
- BCP38/140 (outbound filtering) source address validation
- Securely configured DNS, NTP and SNMP servers
- No open resolvers
= Talk to other security professionals like yourself
= Talk to vendors like A10 Networks




Are you noficing the imbalance?

Defend yourself/your consumers Defend the Internet
- Anycast (DNS) - Rate-limiting
- Some form of IPS/DDoS mitigation gear - BCP38/140 (outbound filtering) source

address validation

- Securely configured authoritative DNS
servers

- NoO open resolvers

» Lots of money « Somewhat cheap
» Effective, scalable, faster to rollout * More touch points, slower to rollout



What's the point I'm frying to make®e

= |[t's not feasible to mitigate those attacks single handedly all of the time

= Companies need to start including “defending the Internet from
themselves” as a part of their budget — not only “defending themselves
from the Internet”

= We need cooperation amongst Service Providers and Security Vendors
- More can always be done, the war confinues
- Shared intelligence is key



INn Summary (Assumption — this is part of your strategy
already)

= Evaluate the quick wins in your own network

- RFC 2827/BCP 38

- If possible filter all outgoing traffic and use proxy

- BCP 140: “Preventing Use of Recursive Nameservers in Reflector Attacks”
= Collaborate with your peers to raise the bar collectively

= Use high-scale, high performance mitigation infrastructure that defends your
network and gives your consumers and peers levels of protection that keep pace
and exceed the pace of change

= Use dedicated DDoS platforms that understand the in-the-wild attacks
- Don’'t exacerbate the situation, reduce the backscatter

= Share the key metrics, KPIs and mitigation techniques (public forum?)



THANK YOU

www.a 10networks.com



