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What is phishing? 

 

•  “fishing for information” 

•  Over 18 million phishing sites   
.blocked by Netcraft since 2005 

•  Estimated £35 million annual 
.UK loses* 

 

 

* Source: UK Cards Association (2012) 



Spot the difference? 



Phishing is always evolving  

Phishing attacks can be encoded in a data URL 



More unusual attacks 

• Attacks are sent as HTML 
attachments with the 
phishing email 

• The attached form submits 
to a handler somewhere 
on the web 

• Commonly the user is 
redirected to the target 
organisation i.e. Barclays 

• No fraudulent content is 
publicly visible 

 

 



Source: [1] http://stats.sidnlabs.nl (August 2015) 
[2] https://view.publitas.com/ara/sidn-nlyst-xx-en/page/8-9 

Tackling abuse for TLDs 

•  .nl is managed by SIDN 

•  5.5 million registered domains[1] 

•  4th largest ccTLD[1] 

•  .nl + .com combined account    
.for 90% of Dutch internet    
.user’s .website visits[2] 

 

 



abuse204.nl 

 

•  “abuse to zero for .nl” 

•  Reduce phishing and malware 

•  Partnership with Netcraft 

•  Established late 2014 



Attack countermeasures 

• Netcraft automatically contacts relevant parties in 
order to have attacks shutdown as quickly as 
possible 

• Key questions: Who to contact, How best to contact 
them, How to monitor and ensure the attack 
remains down 

 



Abuse within .nl 

• Phishing attacks against Dutch companies: 

 

 

 

 

• Phishing attacks in Dutch: 2% worldwide vs 17% in .nl 

 

 

 

 

 

 

 

 

Organisation .nl rank Worldwide rank 

ABN AMRO Bank N.V 9 141 

ING Group 13 114 

Rabobank 15 81 

Marktplaats 24 142 



Protecting .nl 

•  Making life easier for 
.receivers of the 
.reports with: 

•  Machine readable   
.X-ARF reports 

•  Malware incident 
.analysis web 
.interface to highlight 
.malicious code 



The result 

•  80%+ of phishing attacks 
.down within first 24 hours 

•  Median final outage 4.7 hrs 
.after discovery 

•  Previous median outage 13 
.hrs in .nl (Oct 2013), 10 hrs 
.worldwide in 2H 2014 
.(APWG) [1] 

•  9th largest TLD by domains 
.responding .to HTTP, but 
.only ranked 21st by unique 
.phishing domains [2] 

Source: [1] http://www.apwg.org, [2] Netcraft Web Server Survey 



Domains registered for fraud 

Phishing Domains in 
Traditional TLDs 

hm-gov.co.uk 
icloud-unlock.pl 
paypal-office.com 
halifaxonline-uk.com 
itunes-security.net 
natwestnwolb.co.uk 
banskfamerica.com 
nationalrailco.uk 
 

Phishing Domains in .nl 

admarkt.marktplaatl.nl 
server-lcscards.nl 
apple-lcloud.nl 
netflixgarantie.nl 
youtrube.nl 
googla.nl 
 



xyz, 906,230 

top, 
265,535 

win, 
257,183 

club, 
232,087 

wang, 130,462 

science, 
128,775 

link, 104,521 

click, 92,685 

website, 
91,103 online, 81,747 

Top gTLDs by count of domains 
responding to HTTP 

* Source: Netcraft Web Server Survey 

New gTLDs 

•  850 new gTLDs 

•  3% of all domains 
.responding to HTTP 
.are now in new 
.gTLDs* 

•  0.9pp increase 
.from 6 months 
.ago* 

 



New gTLDs 

paypal-account-vertification.center 
paypal.resolution-center.help 
paypals.help 
Imessage.help 
paypal-intl.support 
 

Deceptive domains in new gTLDs 

• New gTLDs provide new 
options for phishers to 
register convincing 
fraudulent domains 

• Promotional offers are 
common in new gTLDs 

• In the last 6 months 261 
new gTLDs have had 
phishing attacks in them 



Useful tools – Netcraft Extension 

 

•  http://toolbar.netcraft.com 

•  Chrome, Opera & Firefox 

•  Live blocking of phishing 
.attacks 

•  Easily accessible site 
.information 



Useful tools – Site report 

•  http://toolbar.netcraft.com/site_report 

•  Hosting History, SSL Certificate Information 
.(Revocation, Heartbleed, PFS), DMARC / SPF, Site 
.Technologies , Web Trackers 



Useful tools – Blog 

•  http://news.netcraft.com 

•  Recent articles:  
– BBC websites still suffering after DDoS attack 

– World Bank hacked by PayPal phishers 

– Nigerian government serving up fresh phish 
 

 



Reporting fraudulent sites 

  

•  Protect the internet! 

•  http://toolbar.netcraft.com/report_url 

•  Email scam@netcraft.com 

•  Receive branded goodies:     
.Flash drive, Mug, Polo Shirt, 
.Targus Backpack & even an iPad! 

 

 


