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Sharing	of	resources
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vSoC/DFET	Cloud

The	current	DFET	Cloud	contains	five	main	
cluster	nodes,	where	each	cluster	node	runs:
• VMware	vSphere	5.5	with	VMware	vCenter
used	to	manage	the	instances.	
• 170GHz	CPU,	767GB	of	memory.
• 40TB	of	disk	space.
• 72	Processors.
• Running	over	2,500	running	VMs.	



The	Move	Toward	
Security	Analytics
Big	Data/SIEM
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Data	Analysis

• Increasing	number	of	
jobs	are	in	Security	
Analytics	(SOC	Analysts).
• Companies	require	skills	
for	before,	during	and	
after	incidents	(mix	of	
security	and	forensics).
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Increasing	Complexity	of	Knowledge

• Increasing	
requirement	for	a	
wide	range	of	skills	
for	security	
professionals.
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Data	Integration

• Increasing	move	
toward	the	
integration	of	data	
for	security	analysis	
eg with	SIEM	tools.
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vSoC SIEM	Architecture
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Splunk Lab	Integration
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http://asecuritysite.com/tests/tests?sortBy=siem

http://asecuritysite.com:8000



Capture	The	Flag
British	Broadband,	and	RSA	SA
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British	Broadband

• Video:	https://www.youtube.com/watch?v=V7o03eLolqA



British	Broadband



Cyber	Security	Insight	Camp







Big	Data	in	Cyber	Security



RSA	SA



CTF	– Big	Data	in	Cyber	Security
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Current	Range	of	VMs

• Specialised:	EnCase,	Windows	XP	(with	Malware),	GNS3.
• Linux	Kali.
• Ubuntu.
• Windows	2003,	Windows	2008,	Windows	7	and	Windows	8.
• Firewalls:	pfSense,	vyatta,	F5	Big-IP	(in	development).
• Caine.
• Metasploitable.



Example $tubuntu =	"t_ubuntu_205"

if	($args[1].contains("u"))
{	
$ins	=	$prefix+$iubuntu +$i.ToString("000")+"_private";
...
Write-Output	"Creating:	$($ins)	from	$($temp)	in	$($folder)	for	$($folder)	disk:	
$($disk)		"
new-vm -name	$ins	-template	$temp	-datastore $disk	-resourcepool DFETLab -
DiskStorageFormat thin	-location	$folder

$apt	=	Get-NetworkAdapter -VM	$ins
Set-NetworkAdapter -NetworkAdapter $apt		-NetworkName $private	-
confirm:$false

Write-Output	"Creating:	$($ins)	from	$($temp)	in	$($folder)	for	$($folder)	disk:	
$($disk)		"

new-snapshot	-VM	$ins	-Name	snapshot

}

Setup	network

Create	VM

Create	known	
snapshot



Results

Modules	used	on:
Semester	1:	Cryptography	and	Network	Forensics	(80	students);	Network	
Security	(60	students	– GNS3);	Host-based	Forensics	(60	students	- EnCase).
Semester	2:	Security	Testing	(70	students);	e-Security	(100	students);	Incident	
Response	and	Malware	Analysis	(100	students).

Cloud	upgrade



SDN	Integration
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Current	Work

• Integrating	F5	Big-IP	(30	licences).
• Integration	of	SDN	within	Cloud	(with	Hutchinson	
Networks).
• Integration	of	RSA	SA	and	Splunk for	teaching	in	
2016/2017.
• Integration	of	HPE	Arcsight.
• Roll-out	of	two	CTF:	British	Broadband	and	RSA	SA	
(Network	Forensics.
• Development	of	a	mobile	Cloud	environment,	for	
onsite	training/CTF.
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