The Universal Fast Dataplane




A Fast Data Network Platform For Native Cloud

Network Services

Most Efficient on the Planet
Superior Performance

Flexible and Extensible

Cloud Native

Open Source
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EFFICIENCY

The most efficient software packet
Processing on the planet

PERFORMANCE

FD.io on x86 servers outperforms specialized
packet processing HW

SOFTWARE DEFINED NETWORKING
Software programmable, extendable and flexible

CLOUD NETWORK SERVICES
Foundation for cloud native network services

LINUX FOUNDATION
Open source collaborative project in Linux Foundation

Breaking the Barrier of Software Defined Network Services
1 Terabit Services on a Single Intel® Xeon® Server !!!
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FD.io: The Universal Fast Dataplane '

* Project at Linux Foundation < FD.io Scope

* Multi-party
* Multi-project

« Software Dataplane
» High throughput
* Low Latency
* Feature Rich
» Resource Efficient
- Bare Metal/VM/Container_
. Multiplatform@ ARM

fd.io Foundation

Network 10 — NIC/vNIC <-> cores/threads

Packet Processing — Classify / Transform /
Prioritize / Forward / Terminate

Dataplane Management Agents — Control Plane

Bare Metal/VM/Container

( Dataplane Management Agent )




Fd.io in the overall stack
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Multiparty: Broad Membership

Service Providers Network Vendors Chip Vendors
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Multiparty: Broad Contribution
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Code Activity '

* In the period since its inception, fd.io has more commits than
OVS and DPDK combined, and more contributors than OVS

2016-02-11 to Fd.io
2017-04-03

Commits 6283 2395 3289
Contributors 163 146 245
Organizations 42 52 78
Commits Contributors Organizations

10000 400 100

5000 200 50 l

. m N . ] . . L
Commits Contributors Organizations
fd.io W OVS mDPDK fd.io W OVS mDPDK fd.io W OVS mDPDK

fd.io Foundation //



Multiproject: Fd.io Projects
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Fd.io Integrations

Integration work done at *: DPI'IFV\\\
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Vector Packet Processor - VPP

=

Bare Metal/VM/Container

( Dataplane Management Agent )

fd.io Foundation

« Packet Processing Platform

* High performance
 Linux User space

» Run’s on commodity CPUs: (inteD /arRM | g

PPPPP

« Shipping at volume in server & embedded

products since 2004.
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Aside [1/4]: Computer Evolution For Packet Processing

It started with ALU ...

(2) Became universal and faster ...

A simple generic purpose computer

(3) Then it got much faster ...

A modern two CPU socket server
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* Intel Top-Down Microarchitecture Analysis Method for tuning applications, https://software.intel.com/en—us/toMar

(1) It started simple ...
An Arithmetic Logic Unit (ALU)

Integer

Integer
Operand

Operand

A B
Status
Status
Opcode v

Integer
Result

(4) ... but far from simple !

The pipeline of a modern high-performance XEON CPU*
Front-End

| 32K L1 Instruction Cache B[ Pre-decode || Instr Queue
Decoders
[

Branch Predictor |

Faiv 256- FP Add
>56- EP MUL 256- FP Blend
256- FP Blend l '

[ 1.5K uOP Cache ]
Load 1 Store [ Reorder ———
Buffers || Buffers [| Buffers 2 Allocat name/Retire |
In-order
_______________________ out-of-order
Scheduler
[PortO | [Port1 | [Port5 | [Port2 | [Port3 | [ Port4
ALU | ALU ALU [ Load | [ Load | STD
V-Mul V-Add MP [ StAddr || StAddr |
\V-Shuffld V-Shuffl 256- FP Shuf
256- FP Bool

Memory Control

256K L2 Cache (Unified)

‘ 48 bytes/cycle

Line Fill
Buffers

32K L1 Data Cache




Aside [2/4]: Computer Evolution For Packet Processing
... and we arrived to modern multi-socket COTS server ...

(3) Then it got much faster ... (4) ... but far from simple !

A modern two CPU socket server The pipeline of a modern high-performance XEON CPU*
Front-End
| s [ s I w— B O S ==
— | 32K L1 Instruction Cache B[ Pre-decode || Instr Queue
2 B g = = 2 2 a Decoders
[+ 4 [ 4 -4
[ Branch Predictor |
- . : : . : : . [ 1.5K uOP Cache |
Load || st [| Reord
B?lffors B:frfzrs I Bﬁ:fares( ﬂz ’Tcatjﬁnamemetire
_______________________ In-order
es S [ e out-of-order
D e A [ [PortO | [Port1 | [Port5 | [Port2 | | Port3 | | Port4d
e A N ) ! )
ALU | ALU ALU [ Load | [ Load | STD
V-Mul V-Add MP [ StAddr || StAddr |
B V-Shuffle V-Shuffl 256- FP Shuf
Fdiv 256- FP Add 256- FP Bool
' . 3 : : SEE B0 256 FP Blend
8 o J% 256- FP Blend l I Memory Control
g g ‘
48 bytes/cycle
Line Fill
c ==| 256K L2 Cache (Unified) Buffers
- 32K L1 Data Cache
Back-End

* Intel Top-Down Microarchitecture Analysis Method for tuning applications, https://software.intel.com/en—us/toMar




Aside [2/4]: Computer Evolution For Packet Processing
... and we arrived to modern multi-socket COTS server ...

Four main functional dimensions important for processing packets:

A. CPUs executing the program(s):

a) Minimize Instructions per Packet — Efficient software logic to perform needed packet operations.
b) Maximize Instructions per CPU core clock cycle — Execution efficiency of an underlying CPU micro-architecture.

B. Memory bandwidth: Minimize memory bandwidth utilization — Memory access is slow.
C. Network 1/0 bandwidth: Make efficient use of PCle /O bandwidth — It is a limited resource.
D. Inter-socket transactions: Minimize cross-NUMA connection utilization — It slows things down.

Hint: Start with optimizing the use of CPU micro-architecture => Use vectors !

(3) Then it got much faster ...

(4) ... but far from simple !

A modern two CPU socket server
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The pipeline of a modern high-performance XEON CPU*
Front-End

[ 32K L1 Instruction Cache [ Pre-decode || Instr Queue
Decoders

[ Branch Predictor |
[ 1.5K uOP Cache ]
Load 1 store [| Reorder —————f ~A-
Buffers || Buffers [| Buffers 3| Allocat/Rename/Retire
In-order

out-of-order

[ Scheduler
[PortO | [Port1 | [Port5 | [Port2 | | Port3 | | Port4d
ALU | ALU | ALU | Load || Load | STD

V-Mul V-Add_| [ IMP [ StAdar | [ StAddr |

V-Shufflg V-Shufflg 256- FP Shuf

Fdiv 256- FP Add 256- FP Bool ¢ ‘
256- FP MUL 256- FP Blend
256- FP Blend l I Memory Control
‘ 48 bytes/cycle
Line Fill
==| 256K L2 Cache (Unified) Buffers
32K L1 Data Cache

* Intel Top-Down Microarchitecture Analysis Method for tuning applications, https://software.intel.com/en-us/tor;




VPP Architecture: Vector Packet Processing
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VPP Architecture: Splitting the Vector
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VPP Architecture: Plugins

(

gl =HII HEIN BN BN Ny

Hardware Plugin

Skip software nodes
where work is done by
hardware already
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Jusr/lib/vpp_plugins/foo.so |

Packet Processing
Graph

Plugins are:
First class citizens

That can:
" Add graph nodes
Add API

Rearrange the graph

Can be built independently
of VPP source tree




Aside [3/4]: Computer Evolution For Packet Processing
... we then optimize software for network workloads ...

(3) Then it got much faster ...

A modern two CPU socket server

(4) ... but far from simple !
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The pipeline of a modern high-performance XEON CPU*

Front-End

@[ 32K L1 Instruction Cache p»[Pre-decode [ Instr QUQUQ’-’F‘j
| Decoders

[ Branch Predictor |

Load 1 Store [ Reorder \>

Buffers Buffers [| Buffers 5

[ 1.5K uOP Cache |

Allocatg;inamelRetire
In-order

out-of-order

Fdiv 256- FP Add | | 256- FP Bool
256- FP MUL 256- FP Blend
256- FP Blend | [

| Scheduler |
[PortO | [Port1 | [Port5 | [Port2 | [Port3 | [ Port4d |
ALU | ALU | ALU [ Load  [[ Load | [ STD |
V-Mul V-Add | JMP_| [ StAddr || StAddr |

\V-Shufflé V-Shufflg 256- FP Shuf

Memory Control

m=| 256K L2 Cache (Unified)

Line Fill
Buffers

‘ 48 bytes/cycle

32K L1 Data Cache

Back-End




Aside [3/4]: Computer Evolution For Packet Processing
. we then optimize software for network workloads ...

* Network workloads are very different from ° Packet processing efficiency is essential
compute ones « Moving packets
» They are all about processing packets, at rate. « Packets arrive on physical interfaces (NICs) and virtual
. interfaces (VNFs) - need CPU optimized drivers for both.
» At 10GE, 64B packets can arrive at 14.88Mpps . ( : 0
—> 67 nsec per packet * Drivers and buffer management software must not rely on
perp h memory access — see time budget above, MUST use CPU core
 With 2GHz CPU core clock cycle is 0.5nsec caching hierarchy well.
=> 134 clock cycles per packet. * Processing packets
e To access memory it takes ~70nsec » Need packet processing optimized for CPU platforms.
=> too slow to do it per packet ! « Header manipulation, encaps/decaps, lookups, classifiers,
counters.
(3) Then it got much faster ... (4) ... but far from simple !
A modern two CPU socket server The pipeline of a modern high-performance XEON CPU*
. - . . TN . . . ] Front-End
) | ) : ) [ ( B : ! . ! + [ 32K L1 Instruction Cache B»[Pre-decode j»[Instr Queue] o
] [:| D D I: :I D [:I D [ [ Branch Predictor , ]
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oo s || Sores | it [ ocarenamermetivs
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Tl “Legacy’ “Peer’ [PortO | [Port1 | [Port5 | [Port2 | | PortB T 1 Port4 |
B"_'. PCH | @\%;/ ~—i ALy !
) — - ALU | ALU [ALU [ Load || Load
f—* V-Mul V-Add TMP_| | StAddr [ StAddr
V-Shufflé | V-Shuffle | 256- FP Shuf
o Fdiv l@lﬁ\ 256- FP Bool '
Y o 256- FP MUL 256- FP Blend
. ] - [:I ¢ I,: @ :l I::l [ 256- FP Blend ] | Memory Control
R EE:] L‘: ': II] ‘ 48 bytes/cycle
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* Intel Top-Down Microarchitecture Analysis Method for tuning applications, https://software.intel.com/en—us/top’—Microar




Aside [3/4]: Computer Evolution For Packet Processing
... we then optimize software for network workloads ...

* Network workloads are very different from ° Packet processing efficiency is essential

compute ones
» They are all about processing packets, at rate.

» At 10GE, 64B packets can arrive at 14.88Mpps
=> 67 nsec per packet.

» With 2GHz CPU core clock cycle is 0.5nsec
=> 134 clock cycles per packet.

» To access memory it takes ~70nsec
=> too slow to do it per packet !

* Moving packets
» Packets arrive on physical interfaces (NICs) and virtual

interfaces (VNFs) - need CPU optimized drivers for both.

« Drivers and buffer management software must not rely on

memory access — see time budget above, MUST use CPU core
caching hierarchy well.

* Processing packets
» Need packet processing optimized for CPU platforms.
» Header manipulation, encaps/decaps, lookups, classifiers,

counters.

(3) Then it got much faster ...
A modern two CPU socket server
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AND => (4a) ... let’s make it Simple Again!

CPU Socket

o I o - |
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DDR SDRAM

CPU Cores _z{
[ ] D .10
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Aowap

No-to-Minimal memory
i bandwidth per packet.

...........................................................

\ Core operations
NICs NIC packet operations
NIC descriptor operations




Aside [4/4]: Computer Evolution For Packet Processing
... and use FD.io VPP to make them fast for packets.

Vector Packet Processing
software worker thread

Core writes Rx descriptor in preparation for receiving a packet.
NIC reads Rx descriptor to get ctrl flags and buffer address.
NIC writes the packet.

NIC writes Rx descriptor.

Core reads Rx descriptor (polling or irq or coalesced irq).
Core reads packet header to determine action.

Core performs action on packet header.

Core writes packet header (MAC swap, TTL, tunnel, foobar..)
Core reads Tx descriptor.

Core writes Tx descriptor and writes Tx tail pointer.

NIC reads Tx descriptor.

NIC reads the packet.
NIC writes Tx descriptor. @

[_ }—‘F‘ Processor N Processor

(3) Then it got much faster ...

A modern two CPU socket server
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AND => (4a) ... let’s make it Simple Again!

CPU Socket

DDR SDRAM

CPU Cores _z{
[ ] D .10
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Aowap
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No-to-Minimal memory
i bandwidth per packet.

...........................................................

\ Core operations
NICs NIC packet operations
NIC descriptor operations
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Aside [4/4]: Computer Evolution For Packet Processing
.. and use FD.io VPP to make them fast for packets.

Steps 1-to-13 in a Nutshell:

v VPP software worker threads run on CPU cores.
v Use local caching with No-to-Minimal memory bandwidth per packet.
v Get speed with predictive prefetching and smart algos.
v" And make CPU cache hierarchy always “Hot” => Packet processing at rate.

Making VPP simply tick the A-B-C-D server optimization points !
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AND => (4a) ... let’s make it Simple Again!
CPU Socket
p < DDR SDRAM
CPU Cores _

13|j013u0)
Aowap

No to- M|n|maI memory
bandW|dth per packet. i

...........................................................

Core operations
NIC packet operations
NIC descriptor operations
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* Let’s look at performance data at scale

« Packet throughput for
* |IPv4 routing,
* |[PVv6 routing,
» L2 switching,
L2 switching with VXLAN tunnelling.




VPP Universal Fast Dataplane: Performance at Scale [1/2]
Per CPU core throughput with linear multi-thread(-core) scaling

Service Scale = 1 million IPv4 route entries

,PacketThroughput[Mpps]r ———
NDR - Zero Frame Loss

250.0 1~
}

200.0 1

| = — —— — i
150.0 T o — =
100.0 - — - :
[ : -
50.0 1
0.0 4~ /1/0 NIC max-pps
2x 40GE T / 1288
4x 40GE ———— /
2 core - / 64l

Service Scale = 0.5 million IPv6 route entries

2500 + Packet Throughput[Mpps] - o
| NDR - Zero Frame Loss I

200.0 +
|

150.0 | i

100.0 +
|

50.0 :
0.0+ :

2x 40GE

/1/0 NIC max-pps
" 1288
—— / 648 Frame
B

Topology:
Phy-VS-Phy

6x 40GE —— B Frame 2 core
4 core 8x 40GE ——— . ¢ i i :
No. of Interfaces Geore gcoe  10X40GE 12 ‘ Size No. of Interfaces 6 core score 10X 40GE Size Hardware
10 core X 40GE 10 core 12x 40GE 5
No. of CPU Cores 12 core [Bytes] No. of CPU Cores 12 core [Bytes] Cisco UCS C240 V4
Intel® C610 series chipset
2 x Intel® Xeon® Processor E5-2698
] . . — . ] . . v3 (16 cores, 2.3GHz, 40MB Cache)
Service Scale = 1 million IPv4 route entries - 10 Service Scale = 0.5 million IPv6 route entries
- - 2133 MHz, 256 GB Total
s LG LR ) 3000 7 packet Throughput [Gbps] ,
[ R0 Fales ‘ ghp P 6 x 2p40GE Intel XL710=12x40GE
- ) NDR - Zero Frame Loss
250.0 1 250.0 1~
200.0 + 200.0
I |
150.0 150.0 Software
100.0 1 - 100.0 1 ) Linux: Ubuntu 16.04.1 LTS
50.0 - f aro NCmarcbw 50.0 + / oFo NCmaxhw Kernel: ver. 4.4.0-45-generic
oo (A / maix oo LA /max FD.io VPP: VPP v17.01-
2a06E 7 1288 Frame 2a0ce - /1285 Frame 5~ge234726 (DPDK 16.11)
2 core o — / 64B Size 2core 6x 40GE ————— / 64B Size
4 — s
No. of Interfaces " 6 core BXA0GE i 40GE o No. of Interfaces 4 core 6 core 8x 40GE 10x 40GE o
8 core 10 core 12x 40GE [Bytes] 8 core 10 12x 40GE [Bytes]
No. of CPU Cores 12 core No. of CPU Cores core 12 core
Resources
1 physical CPU core per 40GE port
2x40GE | 4x40GE | 6x40GE | 8x40GE | 10x40GE | 12x40GE 2x40GE | 4x40GE | 6x40GE ( 8x40GE | 10x40GE ( 12x40GE i
1Pv4 Thput [Mpps] 2 core 4 core 6 core 3 core 10 core 12 core IPv6 Thput [Mpps] 2 core 4 core 6 core 8 core 10 core 12 core Other CPU cores available for other I
648 19.2 35.4 515 67.7 83.8 100.0 ;
64B 24.0 45.4 66.7 88.1 109.4 130.8 1288 192 354 515 67.7 23.8 100.0 services and Other Work
1288 24.0 45.4 66.7 88.1 109.4 130.8 - - - - - ; 20 physical CPU cores available in
IMIX 15.0 30.0 45.0 60.0 75.0 90.0
IMIX 15.0 30.0 45.0 60.0 75.0 90.0 12x40GE Seupt
o188 38 o 114 e o0 8 15188 3.8 7.6 11.4 15.2 19.0 22.8
Lots of Headroom for much more
1/0 NIC max-pps 1/0 NIC max-pps
358 716 107.4 1432 179 2148 35.8 716 107.4 143.2 179 214.8 throughput and features
NIC max-bw 46.8 935 140.3 187.0 2338 2805 NIC max-bw 46.8 935 140.3 187.0 2338 280.5 i




VPP Universal Fast Dataplane: Performance at Scale [2/2]
Per CPU core throughput with linear multi-thread(-core) scaling

Service Scale =100 thousand MAC L2 entries

Packet Throughput [Mpps] -

Service Scale = 16 thousand MAC L2 entries

Topology:
Phy-VS-Phy

Hardware:

Cisco UCS C240 M4
Intel® C610 series chipset

) - 2500 ~— Packet Throughput [Mpps] o
250.0 7 NDR - Zero Frame Loss — | NDR - Zero Frame Loss B —
| e ———— — 2000 o
200.0 — = ‘ = S o
1 . - - 1500 77 T
150.0 7 — )
— — . 100.0 +
100.0 + - [ " - )
[ ; . 50.0 o~
50.0 1 0.0 e 7? 1‘ ‘VI/O NIC max-pps
‘ ———— " 1288
1/0 NIC max-pps 2x 40GE . /
00 T s Frame 2 core 4:::25 GXAOGE T . / 648 Frame
A0S o / ] No. of Interfaces 6 core 8 core - Size
2 core a0 6x 40GE o /ean Size No. of CPU C 12x 40GE [Bytes]
x —— 0.0 ores 12 es
No. of Interfaces §core 8 core 10x 40GE 12x 40GE [Bytes] o v
No. of CPU Cores core 12 core
-—
— .
Service Scale = 100 thousand MAC L2 entries - .10 Service Scale = 16 thousand MACL2 entries
3000 7 Packet Throughput [Gbps] 3000 7 Ppacket Throughput [Gbps] &l
I NDR -Zero Frame Loss | NDR - Zero Frame Loss
250.0 1 250.0 1~
|
200.0 +
200.0 ‘
{ 150.0 7
150.0 1 |
‘ 100.0
100.0 * -
| — 1/0 NIC max-bw
[ - 50.0 + — . f
s0.0 4 /10 NI max-bw [ 3 / 15188
i 15188 00 . P~ / nmix
00 & : IMIX a0GE T A 1288 Frame
- / 4x 40GE / B
a6 4;);57 — /188 Frame 2core :cm 6; 40GE o 0GE T / 648 Size
2 core xa0a 6x 40GE o M’)G—E— — - . Size No. of Interfaces core 8 core 1;1; 40GE e [Bytes]
No. of Interfaces 6 core 3 core 10x 40GE T [Bytes] No. of CPU Cores € 12 core
No. of CPU Cores 10 core 12806
* 12 core
2x 40GE 4x 40GE 6x 40GE 8x 40GE 10x 40GE 12x 40GE 2x 40GE 4x 40GE 6x 40GE 8x 40GE 10x 40GE 12x 40GE
MAC Thput [Mpps] 2 core 4 core 6 core 8 core 10 core 12 core MAC Thput [Mpps] 2 core 4 core 6 core 8 core 10 core 12 core
64B 20.8 38.4 55.9 73.5 91.0 108.6 64B 11.6 25.1 38.6 52.2 65.7 79.2
1288 20.8 38.4 55.9 73.5 91.0 108.6 1288 11.6 25.1 38.6 52.2 65.7 79.2
IMIX 15.0 30.0 45.0 60.0 75.0 90.0 IMIX 10.5 21.0 31.5 42.0 52.5 63.0
15188 3.8 7.6 11.4 15.2 19.0 22.8 15188 38 76 1.4 152 19.0 22.8
1/0 NIC max- -
/O NIC max-pps 35.8 71.6 107.4 1432 179 214.8 /O NIC max-pps 35.8 716 107.4 1432 179 214.8
NIC max-bw 46.8 93.5 140.3 187.0 233.8 280.5 NIC max-bw 46.8 93.5 140.3 187.0 233.8 280.5

2 x Intel® Xeon® Processor E5-2698
v3 (16 cores, 2.3GHz, 40MB Cache)

2133 MHz, 256 GB Total
6 x 2p40GE Intel XL710=12x40GE

Software
Linux: Ubuntu 16.04.1 LTS
Kernel: ver. 4.4.0-45-generic
FD.io VPP: VPP v17.01-
5~ge234726 (DPDK 16.11)

Resources

1 physical CPU core per 40GE port
Other CPU cores available for other
services and other work I
20 physical CPU cores available in
12x40GE seupt E
Lots of Headroom for much more
throughput and features




Native Cloud Network Services — Sample Use Cases
Based on supported FD.io VPP functionality

SECURE PRIVATE NETWORKING

SD-WAN and DC Overlays
* |IPVPN, L2VPN, IPSec/SSL encryption &0
» Scaleable L2 switching and IPv4/IPv6 routing vNFs RS

GRADE

Million Routes Scale and Service Features
» Performance at Max Network 1/O of Intel® Xeon® Server

SECURE PRIVATE
NETWORKING

SUBSCRIBER MANAGEMENT
CG-NAT and Softwires
» Carrier Grade NAT for Subscriber IPv4 Addressing Control
» Softwires for Subscriber IPv4 over IPv6 Transport

SUBSCRIBER
MANAGEMENT

Million of Subscribers and Service Features
« Performance at Max Network 1/O of Intel® Xeon® Server




SERVICE VIEW

PHYSICAL VIEW

SD-WAN — with FD.io Universal Fast Data Plane

FD.io Fast Network Data Plane

Software Defined — WAN PR

______________________________________________________________________________ ’@ VNF Services
Sites 1.N IPVPN and L2VPN Overlays*, IPSec/SSL Crypto . #

Enterprise1 vRouter vNF

______________________________________________________________________________ ‘@ VNF Services
Sites 1..N IPVPN and L2VPN Overlays*, IPSec/SSL Crypto . 4

Enterprise2 vRouter vNF

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ’ VNF Services
Sites 1..N IPVPN and L2VPN Overlays*, IPSec/SSL Crypto S o

Enterprise3 vRouter vNF
HQ-to-HQ Secure and Fast Private Networking HQ-to-PrivateCloud
Branch-to-HQ Branch-to-PrivateCloud

‘I ‘ Is Branch-to-Branch HomeUser-to-PrivateCloud

Site 1 ite N =
Enterprise1 <> -

IP Network
<> Private or Public

Sitt 1 Enterprise2 Site N //O <>”"~f——w,,,,,,,w

_— FD.io SD-WAN Service Properties:
A. Native cloud network data plane
Enterprised B. Fast and Efficient =£)_
*Overlay encapsulations: VXLAN, LISP GPE C. Over 20GE of net I/O per CPU core

Server f§ Server

SD-WAN Hub

Data Center1 Server f§ Server




SERVICE VIEW

PHYSICAL VIEW

SD-WAN — with FD.io Universal Fast Data Plane

FD.io Fast Network Data Plane

Software Defined — WAN PEESg

______________________________________________________________________________ VNF Services
Sites 1.N IPVPN and L2VPN Overlays*, IPSec/SSL Crypto N 7

Enterprise1 vRouter vNF
______________________________________________________________________________ % VNF Services
Sites 1..N IPVPN and L2VPN Overlays*, IPSec/SSL Crypto N S

Enterprise2 vRouter vNF
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ’ VNF Services
Sites 1..N IPVPN and L2VPN Overlays*, IPSec/SSL Crypto ) L

Enterprise3 vRou;u;r VvNF

Host-1 — Server-SKL Host-2 — Server-SKL
2CPU 2CPU

Network I/0 480 Gbps Network /O 480 Gbps

Crypto I/O 100 Gbps _ﬁ Crypto 1/0 100 Gbps
S 2 [ 25GE | 1P Network  J25GE ] 2 2 R

m m m Private or Public m m m
-8 B &g —408 —— ——————————————————— JiocE| W

oI 1 . mur ]

10GE 25GE 100GE 10GE 25GE 100GE

IPVPN Service Traffic Simulator
Traffic Generator

*Qverlay encapsulations: VXLAN, LISP GPE
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SD-WAN=" "

ast Network Data Plane

Fast SD-WAN Sei

- - PN
N i . 4
\(/ ———————— soan /Q‘. Z VNF Services
\ Sites 1.N i T
B e e T T — el N
‘J - = o
\\ V) A R | Zero Packet 938 Gbps
— Loss Aggregate Bandwidth ‘
P l?u cTests //O N
P Captures | A
/ Bl IR s taromer 0 181 [ R ] e e w1 O | '
\“‘ Trattic Running 10 010919 SN = Logs Wamings £ I /i)
- ~0
Host-1 - Server-SKL Host-2 - Server-SKL
2x IP-Network X
\ X | [ 1X | Private or Public 4 | | 4) [ 1X
10GE 25GE 100GE 10GE 25GE 100GE
T 10GE 25GE  100GE 10GE 25GE  100GE

IPVPN Service Traffic Simulator
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| IPVAIVG | | IPVANG | | vai/vS lraffic Generator ' IPV4iv6 | | IPV4IVE ' ! IPVAIVE
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Scaling Up The Packet Throughput with FD.io VPP

Can we squeeze more from a single 2RU server ?

—g=» PClGen3 Payload Bandwidth Available for Packet Networking /O

10 for Different CPU Configurations
2500
2240
7 A9
g 2000
)
T & 1500
8 § 120 128.(?'»
i L
T
& £ 560 e 6a0 o
s L g o
Z 500 = &
g Q
0
1 CPU Socket (numa0) 2 CPU Sockets (numa0+ numal) 2x [2 CPU Sockets (numa0+ numa1l)]
~@-XEONv3,v4 CPUs  --@--XEON next-gen CPUs
1. Today’s Intel® XEON® CPUs (E5 v3/v4): 2. Tomorrow’s Intel® XEON® CPUs:
a. Per socket have 40 lanes of PCle Gen3 a. Per socket support More lanes of PCle Gen3
b. 2x 160Gbps of packet I/O per socket b. 2x 280Gbps of packet I/O per socket

VPP enables linear multi-thread(-core) scaling -
up to the packet I/O limit per CPU => on a path to one terabit software router (1TFR).

_:.é Breaking the Barrier of Software Defined Network Services
— io 1 Terabit Services on a Single Intel® Xeon® Server !!!




VPP Architecture: Programmability

Architecture : Example: Honeycomb

Control Plane Protocol Request Message : Netconf/@estconf/Yang

900k request/s ; Request Message

Linux Hosts / Linux Hosts \

(Shared Memory}'/’ /Shared Memory7\
0000..0 0000..0
Request Queue

Request Queue
0000..0 0000..0
\ “\\ Response Queue

\ Response Queue
Can use C/Java/Python/or Lua \

Language bindings \ ' \

\ Async Response Message ' Async Response Message

~
~
N
~
~
N
~
~
N
N
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Rapid Release Cadence — ~3 months -

16-09

Release:
16-02 16-06 VPP, Honeycomb,
Fd.io launch Release- VPP NSH_SFC, ONE

17-01

Release:

VPP, Honeycomb,
NSH_SFC, ONE

16-06 New Features 16-09 New Features

i >

17-01 New Features



New in 17.04 — Released Apr 19

VPP Userspace Host Stack Stateful Security Groups Segment Routing v6

IPFIX

Release notes: https://docs.fd.io/vpp/17.04/release notes 1704.html
Images at: https://nexus.fd.io/




Continuous Quality, Performance, Usability :.:a
. 10

Built into the development process — patch by patch

Automated Publish

Submit e Code Review Artifacts

Merge-by-merge packag ng feeds
Downstream consumer Cl plpellnes
>~ Run on real hardware in fd. |0'Perfm
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Universal Fast Dataplane: xNFs

FD.io based cNFs

FD.io based vNFs

T
- ~<

Server

~ -
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Server
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Embedded

u
u
-

Universal Fast Dataplane

SmartNic




CPE Example-

Universal Fast Dataplane




A Fast Data Network Platform For Native Cloud

Network Services

Most Efficient on the Planet
Superior Performance

Flexible and Extensible

Cloud Native

Open Source

(=

N

oL
i

&

EFFICIENCY

The most efficient software packet
Processing on the planet

PERFORMANCE

FD.io on x86 servers outperforms specialized
packet processing HW

SOFTWARE DEFINED NETWORKING
Software programmable, extendable and flexible

CLOUD NETWORK SERVICES
Foundation for cloud native network services

LINUX FOUNDATION
Open source collaborative project in Linux Foundation

Breaking the Barrier of Software Defined Network Services
1 Terabit Services on a Single Intel® Xeon® Server !!!

Yy~



Firewall

IDS

DPI

Flow and user telemetry
Hardware Accelerators
Container Integration
Integration with OpenCache

Control plane — support your favorite SDN
Protocol Agent

Test tools
Cloud Foundry Integration

Packaging
FD.io git repos:

https://git.fd.io/

https://git.fd.io/vpp/
https://git.fd.io/csit/

Testing

fd.io Foundation

Opportunities to Contribute

We invite you to Participate in fd.io

Get the Code, Build the Code, Run the
Code

Try the vpp user demo

Install vpp from binary packages

(yum/apt)

Install Honeycomb from binary packages
Read/Watch the Tutorials

Join the Mailing Lists

Join the IRC Channels

Explore the wiki

Join fd.io as a member

FD.io project wiki pages:

https://wiki.fd.io/view/Main Page
https://wiki.fd.io/view/VPP
https://wiki.fd.io/view/CSIT

Z







Thank You !




