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Why China?

£ € In 2008 China became the largest population on the
Internet.

As of July 2016, 730,723,960 people (53.2% of the
country's total population) were Internet users.

"The World Factbook — Central Intelligence Agency".
WWW.Cia.gov.



A Different Internet: A different strategy

Frequent Congestion  The Great Firewall

* 10 backbone * |P blocking
access points - Keyword filtering

* 2 dominant, « DNS tampering
government-

controlled ISPs
— China Unicom
— China Telecom
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Z Views Metric Server Agent
Availability v ns-1283.awsdns-32.0r... v All agents
DNS Server 24h 7d 14d Average Availability
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Map
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Availability e 100%



Outside China

Node
202.97.52.130

Prefix 202.97.32.0/19
Network China Telecom Backbone (AS 4134)

Link Location China
DSCP Best Effort (DSCP 0)

Dela 180 ms
y Avg. Response 176.7 ms

Wenzhou, China (@—1 — — — — — — — — — Show only agents using this node .
~eesrreceooy ongestion
Foshan, China .— _________ — \ / \ / _
Wonan, Chine. @— — — — — — — — — > - / _o\
wod, China @— — — — — = = — — — ~ / \ 4 / — =,
Nanjing, China .— ——————— ~ /\ é | Jannne 205.251.197.3
xen China @p— — — — — — — — — — — — / N ——
\ NO——

Packet loss

ns-1283.awsdns-32.org

IP Address 205.251.197.3

Prefix 205.251.196.0/23 BGP view
Network Amazon.com, Inc. (AS 16509)
Location Seattle, Washington, US

Avg. Response 436.3 ms

Show only agents using this node
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Inside China

Shanghai, China .— ———————

Hong Kong .— —_— — — 3— _____
Guangzhou, China .— —_— — —_———_— —

Chengdu, China  (@—0— 0 —0— —O—0—

Nanjing, China .— _______

Foshan, China (@p— — — — 0 — 0 — — —— —

\I\/ | I ][] [ zZZ==

Wi, China - (@—O—O0—0—0—0— — —
54.222.4.28
Wenzhou, China .— _—— — —_— —_— —_— — \
xian, China @p— — — — — — — —
Shenyang, China .— _——_——_— —_——_— —_— —_— —
Beijing,Chma.— e () e (B | e (D e R e B e D 7
Jinsn,China.————____/
Zurscnns @— o —— — — — — — — — / © roue e
Shijiazhuang, China .— _——— — — — — — — 54.222.4.28
Prefix 54.222.0.019 BGP view
Network Internet Service Provider in China (AS
55960)
Location Beijing, Beijing, China
Avg. Response 27.1ms

Show only agents using this node

Lower
latency

Less
packet loss
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New York, NY .— —
Shanghai, China ._ D
Guangzhou, China O—

Wuhan, China

Foshan, China .— —_ -

Chengdu, China .—

Wuxi, China ._ —

Nanjing, China O_

Wenzhou, China O—
Xi'an, China .— -
Shenyang, China O—

Beijing, China . ........ PR N

Zhuhai, China ‘ ........ foy— .

Jinan, China .—
Shijiazhuang, China .— f—

Uncensored?

Dallas, TX ._ S
Raleigh, NC ‘_ S

Portiand, OR (@)—
Miami, FL ._ S

A A ]
B nytimes.com

\ y
— ~

~
- — \

\ /
Y~ > — 208.78.70.24

/
— - /
/

— /
—_— /
V— —
[—— /

/ _ % %
- e
@ Target Node I l = p 4 =
ns1.p24.dynect.net
IP Address 208.78.70.24
Prefix 208.78.70.0/24
Network Dynamic Network Services, Inc. (AS ™

33517)

Location Manchester, New Hampshire, US
Avg. Response 149.8 ms
Show only agents using this node
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Dallas.TX‘———_______
RalighNC @— — — — — — — —
New York, NY  (@—0—0—

Portland, OR ‘— —_— e — o —

Miami, L @—  — —

Shanghai, China '_ — @ ——

Beijing, China ‘— — 00— —0—8—8—
Guangzhou, China .—

Zhuhai, China .—

Wuhan, China ‘— @ ——

Chengdu, China ‘_ O

Wuxi, China .— —— @ —@—

Nanjing, China ._ —

Xian, China (@p— — — —( —

Jinan, China ‘— —_

Shijiazhuang, China ‘— - O O O—O———
Shenyang, China .— N—

Foshan, China  (@—— — — ——0—

Wenzhou, China .— ——@——

Censore

@ Target Node
dns-pix.ewr1.nytimes.com

IP Address 170.149.161.134

Prefix 170.149.160.0/22

Network The New York Times Company (AS
10893)

Location Newark, New Jersey, US

/
\/
/\
/

—— 0 ——8)— 170.149.161.134

. 74.117.178.61
. 31.13.80.4

‘ 108.160.169.186

‘ 69.171.234.23

' 69.171.248.65

. 69.171.234.48

. 74.117.178.49
. 31.13.69.50
. 31.13.60.176

‘ 209.85.229.101
. 199.16.158.40

@ 199-16.156.232

@ 31137251

|
|
|
56006066660660

© Node (with loss)
202.97.26.13

1 trace terminates here

Prefix 202.97.0.0/19

Network China Telecom Backbone (AS 4134)
Location China

DSCP Best Effort (DSCP 0)

Forwarding Loss 100% (14 of 14 packets)

nytimes.com

dns-plx.ewr1.
nytimes.com
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DNS Tampering

Chinese Network —

E Root Server

> TLD Server
ns.com

(Stub Resolver) AL ~ (7]

Recursive .~ ", Se
Resolver Sy "S/r/,,e
(Cache Server) S a%'h?
|
e Injecting Routers ) Authoritative
- Name Server
~» DNS Messages ns.sensitive.com

«+*p Spoofed DNS Responses

Cache
poisoning

Keyword
based
hijacking
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DNS Tampering

e | SUSPICIOUSIY

Low latency

IPs returned

are from other

Map Servers Agents (to dns-plx.ewr1.nytimes.com.)
Agent Date (EDT) Mappings
Wuhan, China 2017-03-14 19:23:25 31.13.78.66 1 19
Wenzhou, China 2017-03-14 19:23:50 31.13.76.8 1 9
Chengdu, China 2017-03-14 19:24:16 69.171.237.16 I 27
151.101.1.164
Dallas, TX 2017-03-14 19:22:47 R ' 41
151.101.193.164
151.101.1.164
Portiand, OR 2017-03-14 19:23:11 e, a 7
151.101.193.164
151.101.193.164
Raleigh, NC 2017-03-14 19:23:01 PR I 15
151.101.129.164
Wuxi, China 2017-03-14 19:23:49 168.143.162.123 I 7
151.101.129.164
Detroit, MI 2017-03-14 19:22:58 s I %
151.101.65.164

blocked
destinations
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What to Expect

* |ncorrect mappings
— DNS poisoning and hijacking
 Volatile conditions with high latency and loss

— Evolving censorship mechanisms (keyword filtering,
P blocking)

— Frequent congestion, especially when crossing the
GFW

* Diurnal patterns in latency and loss for outbound traffic

Mean Latency to US Sites

— 197.23 ms

78.1 ms — China Hong Kong — United States
— 16.12 ms



What to Do About It

» Continuously monitor DNS tests and alerts to
check if records:
— Are always available
— Have the correct mappings
— Are served up quickly

* Benchmark performance metrics like latency,
packet loss

— Adjust your expectations and alerts accordingly
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