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DDoS is Still on the IncreaXe
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500 Gbps Hong Kong attack
France swarmed after terror attack
PlayStation & Xbox hit at Christmas

Mirai Botnet Memcached
S OVH / Krebs / DYN GitHub
A 600 Gbps -> 1Tbps ~ 1.35-1.7Thps

Anon hits Church
of Scientology

[
| Spamhaus attack: Rio. -
Spammers | Reported to reach Olympics Reaper Botnet
First Hacktivists: discover 310 Gbps 540 Gbps 2M Devices
Zapatista National botnets

Liberation Army |_ e ProtonMail
Estonia: | e e e e, attack
Parliament, banks, | Coordinated US

media, Estonia bank attacks: |
Reform Party | Grew to 200,Gbps, 1
| and continue today |
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Attacks per Customer
per Day

Increase in Attacks
compared to a
year ago

/I\Iew Vectors Still Appeat A

World's biggest DDoS attack record
broken after just five days

Memcached attacks are going to be this year's thing

N

94

Attacks 5Gbps
or Less

Attacks 10 Minutes
or Less

N

/Infrastructure+ & Business at Rigk

« 70% of UK Critical Infrastructure could be liable
for fines under new EU NIS Directive

« 42% say DDoS “erodes customer trust”, if public

K 26% say DDoS risks security of data or systems /

*Corero Freedom of Information Study, May 2018
* Corero DDoS Study of 300 IT professionals, Corero blog, August
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1.  How many here have a 100G deployment strategy?
— Researching
— Underway or In Production
— Future, i.e. 2+ years away

2. Anyone have an SDN and NFV strategy?
- Researching
-~ Underway or In Production
- Future, i.e. 2+ years away

3. What environments are you focused on for SDN or NFV?
- VMWare
- KVM
—  Public Cloud (AWS, Google Cloud, Azure...)
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Challenges posed by Evolving Network Architectures:
— Scaling 10Gbps line-rate protection to 100Gbps
— Delivering the same DDoS protection in S/W on commodity H/W
— Extending line-rate capability to virtualised (NFV/SDN) networks

Key High-Level Objectives:
— Could we develop a line rate 100G DDoS appliance on commodity H/W
— Could we develop a portable software VM of Corero’s DDoS protection
— Could that VM deliver 10G line rate performance on commaodity H/W

How did we go about it?...
- We are a software, not a hardware specialist
-~ We need a common platform architecture
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Accuracy Surgical protection zero false positives

ReatTime automatically, for immediate

Reliability Redundant Do No Harm

Visibility visualizationand forensics
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Accuracy Surgical zero false positives

Break these and defence is
as bad as the attack, or worse!
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Visibility visualization:nd forensics




Primary Technical Challenges é
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A common s/w architecture capable of high performance & portability

2. Virtual machine and framework performance overheads

w

H/W capable of 100G line-rate, with DDoS protection workload

« Delivering the attributes needed for today’s multi-vector DDoS attacks:
- Always-on inspection with automatic blocking
- Highly accurate volumetric DDoS protection, with sub-second response
— Designed for worst-case packet loads and autonomous decision making
-~ Do no harm approach to protect traffic when decision is uncertain
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100G LineRate, with Commodity NICs?

1 1 100G NIC comparison, using

[ o - single Xeon E5-2658v4 @ 2.30GHz,

:,WI’" 14 cores running DPDK software
 Investigated commercial 100G NIC cards, using DPDK:

Frame Size (Byte)
- Not line-rate at small packets, and some are lossy — a non-starter for DDoS protection

o

Throughput(9)
5 8

- Some had PCle efficiency issues, others could not achieve line rate at any packet size

« Alternatives exist, but all tie to a specific hardware vendor & software:
- FPGA accelerated NICs, multicore Network Processors, network switch silicon, ...

« Corero Conclusion:
— Still need specialist H/W for 100G line-rate small packet sizes
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100G LineRate, on Intel, in Software? @

« Data Plane Development Kit (DPDK) fitted our needs
- Existing experience
— High speed packet processing, in Linux userspace, bypassing kernel stack
— Open source industry standard, with broad support and active development

Linux Kernel without DPDK Linux Kernel with DPDK

« In DPDK ports are unbound from Linux
— ifconfig does not see them

— Application interacts directly with
the hardware (via DPDK PMD)

ﬁ I Network —I I
Network Controller II Hardware Network Controller II
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DPDK Offers a Broad and Active Ecosystem

Network Functions (Cloud, Enterprise, Camms)
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« Ability to use a variety of extensions and PMDs gives a rich environment
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DPDK Abstraction Enables Run Anywhere Goal
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H/W Appliance KVM Host

"~ Corero vNTD

~ Corero NTD

Pinned vCores

Pinned Cores

Configuration - ',
| I ) | 'L"/

Configuration

Platform libraries Platform libraries

Hypervisor VNICs or
PCI Passthrough

i (@@

Physical
Network HW

» Performance characteristics and platform libraries differ
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Conclusions & Lessons Learned G
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Is linerate 100G DDoS protection possible on commodity H/W?
- Yes, but with specialist NIC hardware needed for line-rate with small packets
- Requires built for purpose software design, with high speed data path innovations
- More cores increases contention, eventually losing performance

Can DDoS protection be made portable to Virtual platforms?
— Yes, Corero code is 95% the same between H/W and S/W forms

- DPDK enables abstraction to integrate with H/W & Hypervisors

Could a DDoS Protection VM deliver 10G hrage performance?
- Yes, VM runs @10G line rate (15Mpps bi-directional) on 8 vCPU cores
- Efficient core use requires a built for purpose design and careful tuning
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- Small issues get magnified in a system close to the edge
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Thank You!




