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Control the Kraken: Becoming a 
More Efficient NOC

Michael Powell

Sr. Security Engineer – Corero Network Security
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• Information overload 

• Too many alerts

• Missed Alerts

• Unnecessary Work

• Slow Response

The Kraken Takes Over
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Or Worse 
Yet!
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• Getting more out of your resources than you did before

• More What?:

What is NOC Efficiency?
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The Pyramid of NOC Efficiency Zen

People

Process

Tech
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Sounds Good…
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• Automate the day to day tasks that you can

• Reduce the number of alerts/alarms so you can focus on the important 
ones

• Create a good alerting system and trust it

Free up resources to go 
digging
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• Integrate your alerting system with your team communication system

• A non-actionable alert is an alert that should not have fired

• Be sure to include valuable info in the alert itself, not just “hey 
something happened”

Respond More Quickly
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• Provide next step for your SOC engineers in the alert itself

Respond More Quickly (cont.)
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Flex Rule Assistant on Alert
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Unblocked Sflow Link on Alert
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• Value Demonstration

• Even if it’s just to show everything working

Automate Reporting
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• Increase efficiency and customer delight by…

• 1) Freeing up resources to go digging to build delight ahead of incidents

• 2) Respond to incidents more quickly with tools and process

• 3) Automate Reporting and value demonstration

Summary
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Questions?
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