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SDN/NFV Security Research - Objectives

Identifying, raising awareness, and 
recommending solutions to 
potential vulnerabilities in SDN/NFV 
network design and deployment.

Exploring scalable, analytics-
based monitoring and forensics 
capabilities, and security 
solutions for these new network 
architectures.



Agenda for the talk

Lessons learned and recommendations for efficient and proportionate network monitoring; the Who, 
What, When, Where, and Why (5 Ws) of network monitoring for SDN-based intrusion detection and 
prevention systems.

1. Why are we monitoring?

2. Who are we monitoring?

3. When are we monitoring?

4. Where are we monitoring?

5. What are we monitoring?

6. Recommendations



Why?



Who?

Taking an example of a botnet attack e.g. Mirai, who are we trying to detect? 

Mirai Operation [1]

[1] Antonakakis, M. et al., 2017. Understanding the Mirai botnet. In 26th USENIX Security Symposium (USENIX Security 17) (pp. 1093-1110).
[2] Kumar, A. and Lim, T.J., 2019, March. Early Detection of Mirai-Like IoT Bots in Large-Scale Networks through Sub-sampled Packet Traffic Analysis. In Future 
of Information and Communication Conference (pp. 847-867). Springer, Cham.
[3] Zhang, Kuan, Jianbing Ni, Kan Yang, Xiaohui Liang, Ju Ren, and Xuemin Sherman Shen. "Security and privacy in smart city applications: Challenges and 
solutions." IEEE Communications Magazine 55, no. 1 (2017): 122-129.

Operation of various components of Mirai [2]



SDN Monitoring/IDPS - SWIFTGuard



DDoS Detection/Protection



Malicious Host Detection/Traffic Mirroring



Performance analysis – ONOS Distributed Control SDN

3s DDoS Attack 



Impact of DDoS



When?

What’s the impact of when you monitor? Polling in SDN?

Comparison in SYN Flood 
Detection Accuracy



TENNISON multi-level monitoring

[4] Fawcett, L., Scott-Hayward, S., Broadbent, M., Wright, A. and Race, N. “TENNISON: A distributed SDN 
framework for scalable network security”, IEEE Journal on Selected Areas in Communications, Dec. 2018.



TENNISON multi-level monitoring

Polling interval adjusted to adapt monitoring 
to the load experienced at the controller.



Where?

Edge vs. Core, Switch vs. Controller?

[5] Blaise, A., Scott-Hayward, S., and Secci S., “Scalable and Collaborative Intrusion Detection and Prevention Systems based on Software-Defined 
Networking and Network Functions Virtualization”, Book Chapter submitted for EU COST ACTION 15127 RECODIS, April 2019. 

Scalable and collaborative SDNFV-based IDPS: local detection at the data 

plane enhanced by collaboration between ISPs [5]
Edge-based Network Protection using Apache Pulsar



Where?

Data Plane monitoring … telemetry … attack detection

High level P4/PISA abstraction [5]

[5] p4.org
[6] https://wiki.onosproject.org/display/ONOS/In-band+Network+Telemetry+%28INT%29+with+ONOS+and+P4

INT Architecture with ONOS [6]

https://wiki.onosproject.org/display/ONOS/In-band+Network+Telemetry+%28INT%29+with+ONOS+and+P4


What?

We want to monitor network traffic but what information is interesting/useful?

Botnet Defender Architecture



What?

We want to monitor network traffic but what information is interesting/useful?

Random Forest Feature Importance for Botnet 

reconnaissance phase



Recommendations

Consider appropriate distribution of monitoring
• Implement monitoring in the data plane
• Split and coordinate monitoring across the network

Consider appropriate volume of monitoring
• Limit volume of data collected/post-processed
• Employ multi-level monitoring – adjust granularity or frequency to network state
• Reduce reliance on feature engineering – e.g. neural networks
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