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• “Incident Inc.” a hosting provider.

• In conjunction with their own NOC, they work closely with Corero.

• We get same alerts as their NOC does.

Overview
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• Alert received from onsite alerting system. 

• Review of allowed traffic

Incident Detected
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• Sharp increase in attack traffic targeting multiple /24s

• We check with their NOC to see if things are going OK at their end.

Incident Lifecycle
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• Change of vector 
- Increase in Reflective CLDAP
- Fragmented Attacks
- New Service floods
- Reduction in Reflected NTP

Incident Lifecycle
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• Anatomy of Reflective Attacks

Attack Analysis
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• Anatomy of Service Attacks

Attack Analysis
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• Vector 1 : SYN/ACK service flood to HTTP

Attack Analysis
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• Vector 2 : Reflective CLDAP

Attack Analysis
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Incident Conclusion
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• ‘Incident Inc.’ content on attack being mitigated automatically.

• Risk of link saturation? 

• Caution: Increase in attack may result in good traffic being squeezed out…

Bandwidth Consideration
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• May provide slightly granular relief.

• Implementation varies by the vendor. (L3/L4 filtering)

• Prior agreements may be required – ‘Incident Inc.’ did not have one…

• Intelligent DDoS Mitigation solutions should have this feature built-in. 

Upstream considerations
FlowSpec



13© Corero    2019    www.corero.com

• Option of last resort. – Destination will become unavailable!

• Will drop ALL traffic – good or bad.

• Consideration: NAT IP….

• ‘Incident Inc.’ decides NOT to do this.

Upstream considerations
RTBH
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• Detection of specific vectors is the key.

• Real-time detection and classification essential for effective DDoS mitigation.

• Always-ON protection ensures ALL attacks are dealt with.

• Opportunity for Service providers to ‘clean’ traffic for their customers

Takeaway #1 – Real-Time Operations
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• NOC Assist
- DDoS mitigation solutions must support NOC’s decision making.

- This is paramount in formation of any effective DDoS defense strategy.

• Better Analytics helps NOC take data driven decisions.

• Corero’s SOC for example relies on Smart alerting and Autonomics to provide 
highest standards of service to our end clients. 

Takeaway #2 – Smart Alerting 
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• Always-on protection is the key deterrence against multi-vector DDoS attacks

• Sub-Second detection and mitigation = high uptime!

• Smart-Alerting and rich analytics supports NOCs (Organizations) in making 
cognizant data driven decisions.  

Conclusion 
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Questions?


