
BUILDING OUT TO LONDON 
DURING A CRISIS
MAREK ISALSKI — FAELIX

faelix.link/vuknof

https://maz.nu/
https://faelix.net/
https://faelix.link/vuknof


Who?

Marek and Lou and Laura and Kennedy and more 

A bunch of @NetworkMoose 

https://twitter.com/maznu
https://twitter.com/gremlinlou
https://twitter.com/sparksource
https://twitter.com/NetworkMoose


SALT + NETBOX + VYOS 
= NETWORK AUTOMATION 
+ ROUTING SECURITY
MAREK ISALSKI — FAELIX
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The Story So Far…

2019-04: UKNOF43 MikroTik IPv6 routing vuln talk 

Hinted about AS41495's future plans 

2019-10: NetMcr40 post-migration tech talk 

Mentioned shortcomings and follow-on actions 

2020-04: UKNOF46 talk on operational experience 

…postponed till next time? 

2020-05: "What Happened Next"

https://faelix.link/uknof43
https://faelix.link/netmcr40
https://faelix.net/news/201910/vyos-salt-netbox-peering-and-transit-upgrade/


The Brief

FAELIX is a consultancy member of UKWISPA 

Another WISP consultant involved us in a project 

Pinnacom: WISP and temporary connectivity ISP 

Broadcast (OB, studios, special locations) 

Events (concerts, festivals, etc) 

Large core network upgrade, multi-site, resilience 

Bringing their entire network to be more "in-house" 

With third-line support from FAELIX's NOC

https://www.ukwispa.org/
https://www.pinnacom.com/


The Timeline

2019-11: initial introductions, scoping 

2020-02: project initiation looks to be secure 

2020-02-27: FAELIX contracts colo with LINX 

2020-02-28: LINX delivers THW 

2020-02-29: FAELIX racks up in THW (with no power) 

2020-03-01: FAELIX racks up another customer in GVA

Equinix advisory

China lockdown



The Journey
Get stuff for THW

Get stuff for GVAInstall in THW

Install in GVA



THW: No Power Yet!



GVA: Installation



The Timeline

2020-02-29: FAELIX racks up in THW with no power 

2020-03-13: Pinnacom agrees contract with FAELIX 

2020-03-18: SSE delivers NNI 

2020-03-19: Telehouse installs PDUs in THW 

2020-03-22: SSE delivers first MAN-THW link

Europe lockdown

Equinix lockdown

UK lockdown



Remote Hands with PPE



LON1

2020-03-22: FAELIX has working THW rack 

2020-03-31: customer gear is racked and connected 

2020-04-01: LON1 ConneXions port order goes in 

2020-04-02: LON1 handed over 



LON1



LON1

2020-03-22: FAELIX has working THW rack 

2020-03-31: customer gear is racked and connected 

2020-04-01: LON1 ConneXions port order goes in 

2020-04-02: LON1 handed over 

2020-04-02: send out the peering requests



LON1



LON1



The Race

2020-03-13: Pinnacom agrees contract with FAELIX 

2020-03-14: find out THN RFS date is 2020-05-06 

2020-03-14: and that Interxion RFS is 2020-06-01 



Customer is in THW!



The Race

2020-03-13: Pinnacom agrees contract with FAELIX 

2020-03-14: find out THN RFS date is 2020-05-06 

2020-03-14: and that Interxion RFS is 2020-06-01 

2020-03-31: Pinnacom in THW 

2020-04-01: "heightened level of urgency" 

2020-04-30: customer target date

Five Existing Providers



Supply Chain

https://twitter.com/flexOptix/status/1245244163362357250


Planning the Migration

Establish contact with third party providers 

Work out available interconnection options 

Direct interconnection if possible in timeframe 

Alternative L2 handoff to FAELIX on other NNI 

Else bridge into EoIP tunnel over peering/transit 

Agree NOC availability to swing paths for handoff 

Try to get old configs from existing MSP



Supply Chain

Used third party provider for SD-WAN termination 

Cannot interconnect in reasonable time and cost 

SD-WAN box in inventory could act as head-end 

Needs appropriate ££££ license 

Vendor doesn’t sell direct 

Distributors aren’t answering the phone

Virtual Appliance on Trial License



Meanwhile

Get on with LIR things: 

aut-num, route, route6, RPKI 

Iterate: 

Trial config 

Test assumptions 

Template, “playbook script” for migration 

Collaborative chat via self-hosted Mattermost

IPv6 on new/old AS



LON1



LON1

2020-04-02: Pinnacom applies to join LINX 

2020-04-03: 



Migration Night #1

2020-04-10: lifting the majority of the network 

15:00: pre-planning call  

16:00: work with old MSP to establish L2 interlink 

17:00: now learning routes from inside old network 

oh no, some assumptions might be wrong! 

18:00: start work with old MSP to migrate circuits 

22:00: conclude maintenance window 

23:00: finish testing, things looking good, zzz…



Migration Night #1

2020-04-10: lifting the majority of the network 

2020-04-11:  



INTERLUDE



isbgpsafeyet.com



Pride comes…



…before a segfault
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(zlog_backtrace_sigsafe+0x67) [0x7f43747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(zlog_signal+0x113) [0x7f4374798833]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(+0x712e5) [0x7f43747b92e5]74798833]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /lib/x86_64-linux-gnu/libpthread.so.0(+0xf890) [0x7f43735c2890]92e5]74798833]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/frr/bgpd(bgp_table_range_lookup+0x65) [0x5576bbe42415]92e5]74798833]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/modules/bgpd_rpki.so(+0x5042) [0x7f436fa1d042]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(thread_call+0x60) [0x7f43747c6b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(frr_run+0xd8) [0x7f43747965c8]b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/frr/bgpd(main+0x2ff) [0x5576bbdecb4f]run+0xd8) [0x7f43747965c8]b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /lib/x86_64-linux-gnu/libc.so.6(__libc_start_main+0xf5) [0x7f4373229b45]b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/frr/bgpd(+0x3cb6c) [0x5576bbdeeb6c]_main+0xf5) [0x7f4373229b45]b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: in thread bgpd_sync_callback scheduled from bgpd/bgp_rpki.c:509#01242415); aborting...

… bgpd_sync_callback from bgpd/bgp_rpki.c

Fixed in FRRouting 7.2.1

Shout out to @wolf480pl@mstdn.io for 
brainstorming this with me to be sure! 

RPKI KICKED OUR BUTT!



… AND NOW BACK TO OUR SCHEDULED PROGRAMME …



Plan for THN and IXN

Approached IXReach, Colt, Zayo, GTT, euNetworks, 
Bogons for services from THN+THW to Interxion 

Weighed up products, costs, timescales to deliver 

But favouring diversity of providers from those we 
already have NNIs with in Manchester/Leeds and 
hope to use for our north-south backbone links 

Dark fibre from euN scored highest across criteria 

euN RFS date to be same as IXN handover date



THN

Colocation in THN via Voxility: 

Their DDoS mitigation, for our entire AS-set 

Slightly lower up-front capex 

But required advance payment for new customer 

UK bank account, so paying invoices is “familiar”



THN

2020-05-01: Europe is on Labour Day holiday! 

Delivery date 2020-05-05 was looking good until… 

2020-05-04: delays on PDUs 

Recommended our UK-based supplier 

2020-05-06: PDUs installed! 

ILK via LINX reseller cabling 

XCs to OOB and third party providers ordered 

2020-05-07: time to get racking up!



THN

Due to Covid-19 social 
distancing requirements 

Only one person at a 
time to use this lift 
 
“I’m not allowed in the 
lift the same time as the 
moose”



THN





TWO DOWN, ONE TO GO…



Questions?With thanks to: 
• Alex and Martin at Pinnacom 
• Telehouse and Interxion 
• LINX (Inga, Holly, Sion, Michal, Shahbaz, Michael, Andrei, Prachi…) 
• Voxility (Virgil, George) 
• SSE (Craig, Tincus, Graham, Robert) 
• euNetworks (James, Konstantinos) 
• Exa Networks (Richard) 
• ICUK (Tim, Neil) 
• Telcom (Thom) 
• BMCTV (Tim) 
• Laura 
• Lou 
• Hal 
• Gary 
• Network Moose


