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Hyperlocal root & Localroot
Running a local copy of the DNS root zone 



Current state of DNS - root servers

• Access time to the root servers


• Privacy - DoT/DoH encrypts transactions between client and recursive 
resolver.  Queries made by the resolver to the root servers are in the open. 


• Resiliency - 13 root servers operated by 12 root server operators(1086 
instances in Anycast). How do we increase resiliency against a DDoS on the 
root server system ? 


• On a broader note, since the root server infra doesn’t penalise abuse (Period), 
should we continue abusing it ? 



Junk to the root(IMRS instances)

• Queries for non-existent TLDs from Chromium based browsers account for 
around one third of all queries to the IMRS


• Significant increase in queries for other non-existent domains in the 
TLDs .corp, .local and .home


• Paper by ICANN Office of the CTO - Analysis of the Effects of COVID-19-
Related Lockdowns on IMRS Traffic - April 2020



• Traceroute from AS9498


• i.root-servers.net - Netnod


• Anycast node - Mumbai, India - 
IPv4

Access to the root

http://i.root-servers.net
http://i.root-servers.net


• Traceroute from AS9498


• k.root-servers.net - RIPE NCC


• Anycast node - Mumbai(India), 
Noida(India) - IPv6

http://k.root-servers.net
http://k.root-servers.net


• AS29216 - Netnod


• Mumbai(NIXI) - Global instance


• IPv4: 192.36.148.17


• Measurement - https://
atlas.ripe.net/measurements/
26212332/


• Probe ID - 28879

AS9829
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• Probe ID - 29959



RFC 8806 (Obsoletes 7706)
Running a Root Server Local to a Resolver

• DNS resolver operators want to prevent snooping of requests sent to the root 
servers


• Decrease the access time(round-trip) to root servers


• Faster negative responses to stub resolver queries. Eliminates junk to the root


• Increase the resiliency of the root server system


• Reduces the attack surface as less DNS transactions traverse the network


• Privacy - hide queries to the root



• Run an up-to-date root zone server on the same server such as loopback 
address or in the resolver software 


• Recursive resolver uses this as upstream for root server


• Recursive resolver validates responses from the root server running on the 
loopback



DNS root servers which support AXFR .

• b.root-servers.net


• c.root-servers.net


• d.root-servers.net


• f.root-servers.net


• g.root-servers.net


• k.root-servers.net


• lax.xfr.dns.icann.org & iad.xfr.dns.icann.org  (L-root server)
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dig axfr . @f.root-servers.net



• BIND 9.16.3



Localroot - like, but not equal to RFC8806

• https://localroot.isi.edu/


• Project by Wes Hardakar - USC/ISI


• Local, up-to-date, copy of the root zone data to the recursive resolver


• Uses TSIG for transaction between Localroot servers and the recursive


• DNS notifications when the root zone changes


• Root data is DNSSEC signed & is cached


• Configuration for BIND, unbound, NSD


• Speed up DNS resolution

https://localroot.isi.edu/
https://localroot.isi.edu/


Let’s run a root server from home & serve root :-)   
(Demo)















What can go wrong ?

• One more element in the DNS Infrastructure 


• If content of root zone cannot be refreshed before expire time, the server 
must return SERVFAIL for all queries
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Questions/Comments ? 



Contact

• swapneel@brainattic.in


• @pswapneel


• https://brainattic.in/blog
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Thank you!


