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Who?

Marek and Lou and Laura 

A bunch of @NetworkMoose  

Giants: 

FRR, Routinator 3000, VyOS+contributors, Linux, 
netfilter/iptables, Salt+contributors, RIPE+RIRs, 
Team Cymru, DigitalOcean+Netbox-contributors…

https://twitter.com/maznu
https://twitter.com/gremlinlou
https://twitter.com/sparksource
https://twitter.com/NetworkMoose
https://twitter.com/maznu
https://twitter.com/gremlinlou
https://twitter.com/sparksource
https://twitter.com/NetworkMoose


The Story So Far…

2019-04: UKNOF43 MikroTik IPv6 routing vuln talk 

Hinted about AS41495's future plans 

https://faelix.link/uknof43
https://faelix.link/uknof43


SCANNING IPv6 
ADDRESS SPACE…
AND THE REMOTE VULNERABILITIES IT UNCOVERS 

https://faelix.link/uknof43

https://faelix.link/uknof43
https://faelix.link/uknof43


The Story So Far…

2019-04: UKNOF43 MikroTik IPv6 routing vuln talk 

Hinted about AS41495's future plans 

2019-10: NetMcr40 post-migration tech talk 

Mentioned shortcomings and follow-on actions 

2020-04: UKNOF46 talk on operational experience 

…postponed till next time? 

no time like the present!

https://faelix.link/uknof43
https://faelix.link/netmcr40
https://faelix.net/news/201910/vyos-salt-netbox-peering-and-transit-upgrade/
https://faelix.link/uknof43
https://faelix.link/netmcr40
https://faelix.net/news/201910/vyos-salt-netbox-peering-and-transit-upgrade/


Why?
DFZ



Why?



Why?



Why?

actually involved 
MX routers, but cautionary tale 
applies to Cisco 7600/6500 and 

MikroTik CCR too!



Why?

RIPE NCC Update 2019-10-02 

Today we allocated the last of our contiguous /22 
IPv4 address blocks. We still have approximately 
one million addresses available, in the form of 
/23s and /24s, and we will continue making /22-
equivalent allocations made up of these smaller 
blocks. Once we can no longer allocate the 
equivalent of a /22, we will announce that we have 
reached run-out. We expect this to occur in 
November 2019.



Why?

1M routes 
in 2021?



Where?

This story all took place in: 

Reynolds House (Equinix MA2) 

Williams House (Equinix MA1) 

…and then "laps of honour" in: 

AQL DC2 

Telehouse West and North 

Interxion LON2



How? DFZ



From
DFZ



To DFZ



OSPF 
Area 0

How? DFZ 800k routes800k ro
utes

default! default!



HARDWARE



Commodity

Euro-IX IXPDB confirms it

10.1%
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How?

4x 10G SFP+ ports (must not be RJ45, cannot be 
QSFP+ with SFP+ breakout) 

At least 2x 1G RJ45 ports 

Low CPU power draw 

Prefer GHz over cores (single-thread performance) 

~16 Gb RAM 

Ideally 1U 

Ideally dual PSU and IPMI



How?

SM Chassis: Front I/O, Redundant 400W PSUs 

SM X11SCM-F (2x RJ45 Intel® I210-AT + OOB/IPMI) 

Xeon E3-1265Lv5 (4c/8t, 2.9GHz, 45W) 

16GB DDR4 2666 ECC, 2x 240Gb SSDs 

Intel X710-DA4 (4x SFP+ NIC)



How?



How?



SOFTWARE



VyOS

Linux 

FRR (Quagga fork) for routing protocols 

iproute2, iptables, ipset, etc 

VyOS 1.3: planned XDP (eXpress Data Path) support 

Like DPDK / FDIO / VPP (but less tap/vif mess) 

Up towards 20Mpps per CPU core…!



SaltStack

Big investment in Salt @faelix 

Use it for bare metal (virtualisation clusters) 

Use it for our ISP services and NFVs 

Use it for full-/part-managed customer VPSs 

…why not use it for routers? 

VyOS includes salt-minion (agent)

https://twitter.com/faelix
https://twitter.com/faelix


Introducing: hphr

"Halophile Router" (salt-loving) 

Uses Netbox for single source-of-truth 

Uses SLS (YAML) for anything not possible in Netbox 

Generates a VyOS router configuration file 

Loads, compares, commits, saves to config.boot 

Released open-source: github.com/faelix/hphr

https://github.com/faelix/hphr
https://github.com/faelix/hphr


Addressing



Connections



Sub-Interfaces



OSPF, BGP, etc?



Netbox ≈ "physical infra"

Using SaltStack's "pillar" in two ways: 

Netbox for DCIM / IPAM 

SLS (YAML-syntax) files for OSPF, BGP, etc



Peering/Transit Interface



P/T Interface: BCP38

bgpq3



BCP38 Implementation

Throws away entire VyOS firewall stack 

Native commands are off-limits ⇒ fragility 

Currently using iptables 

Will transition to nft ⇒ it's the future, offload, etc 

Eventually move this into XDP 

Along with routing decision ⇒ more PPS



P/T Interface: NetFlow



BGP Peering

bgpq3



BGP Peering

bgpq3 -A AS-LLNW | wc 
   18425  106080  792306 
 
wc /config/config.boot 
  558568

“aggregate”

Long Bootup Times!



BGP Peering
RPKI via RTRR



BGP via PeeringDB (v2)

defaults

overrides

peering 
by ASN 

copy-paste 
is dead

peeringdb 
API via salt



BGP Upstream
RPKI via RTRR



RPKI
Routinator 3000



GOTCHAS



BGP C/P Protection

bgpd state -> unresponsive : no response 
yet to ping sent 90 seconds ago



BGP C/P Protection

847177 bgp routes removed from the rib

bgpd restarting, we're gonna be ok?!



[NARRATOR VOICE] 
THEY WERE NOT "OK"



bly$ show ip bgp summary 
% BGP instance not found 
bly$



Architecture of VyOS

protocols { 
  bgp 41495 { 
    ……… 
  } 
}

router bgp 41495 
  ……… "VyOS"

/config/config.boot

FRR running-config

https://p
habricator.vyos.net/

T1514
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So: Reboot the Router

https://phabricator.vyos.net/T1514 

FRR's running-config not "refreshable" if a 
daemon crashes, can only reboot router to make 
VyOS send new running-config 

or: delete protocols bgp 41495, commit, 
load /config/config.boot, commit 

Rebooting a router is annoying, but we're in a 
maintenance window, the other router is ok, so we're 
gonna be ok.

https://phabricator.vyos.net/T1514
https://phabricator.vyos.net/T1514


[NARRATOR VOICE] 
THEY WERE NOT "OK"







FRR Converges BGP Fast

Router booted up 

Began configuring itself 

Brought interfaces up 

Brought BGP instance up 

Cogent transit session established 

Peering sessions on LINX established 

…then VyOS applied prefix-lists and route-maps :-(



FRR Converges BGP Fast

Router booted up 

Began configuring itself 

Brought interfaces up 

Brought BGP instance up 

Cogent transit session established 

Peering sessions on LINX established 

…then VyOS applied prefix-lists and route-maps :-(



ANNOUNCING 800K ROUTES 
TO LINX MAN (BY ACCIDENT)



ANNOUNCING 800K ROUTES 
TO LINX MAN (BY ACCIDENT)

T1698 + T1148 + T944
BUGS!

Achievement 
Unlocked :(
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FRR Impedance Mismatch

 

router bgp 41495 

  neighbor 195.66.244.6 remote-as 6939 

  neighbor 195.66.244.6 soft-reconfiguration inbound 

  neighbor 195.66.244.6 maximum-prefix 200000 

  neighbor 195.66.244.6 prefix-list hphr-DFZ-IPv4 in 

  neighbor 195.66.244.6 prefix-list auto-AS-FAELIX out 

  neighbor 195.66.244.6 route-map AS6939-LINX-in-IPv4 in 

  neighbor 195.66.244.6 route-map TRANSIT-out-IPv4 out



FRR Impedance Mismatch

 

router bgp 41495 

  neighbor 195.66.244.6 remote-as 6939 

  neighbor 195.66.244.6 soft-reconfiguration inbound 

  neighbor 195.66.244.6 maximum-prefix 200000 

  neighbor 195.66.244.6 prefix-list hphr-DFZ-IPv4 in 

  neighbor 195.66.244.6 prefix-list auto-AS-FAELIX out 

  neighbor 195.66.244.6 route-map AS6939-LINX-in-IPv4 in 

  neighbor 195.66.244.6 route-map TRANSIT-out-IPv4 out

neighbor shutdown

no shutdown



FRR Impedance Mismatch

"Since FRR lacks a command for creating peers in down state, no other 
workaround is possible." Bug: T1148 

router bgp 41495 

  neighbor 195.66.244.6 remote-as 6939 

  neighbor 195.66.244.6 soft-reconfiguration inbound 

  neighbor 195.66.244.6 maximum-prefix 200000 

  neighbor 195.66.244.6 prefix-list hphr-DFZ-IPv4 in 

  neighbor 195.66.244.6 prefix-list auto-AS-FAELIX out 

  neighbor 195.66.244.6 route-map AS6939-LINX-in-IPv4 in 

  neighbor 195.66.244.6 route-map TRANSIT-out-IPv4 out

https://phabricator.vyos.net/T1148
https://phabricator.vyos.net/T1148


FRR Impedance Mismatch

"Since FRR lacks a command for creating peers in down state, no other 
workaround is possible." Bug: T1148 

router bgp 41495 

  no bgp default ipv4-unicast 

  neighbor 195.66.244.6 remote-as 6939 

  neighbor 195.66.244.6 soft-reconfiguration inbound 

  neighbor 195.66.244.6 maximum-prefix 200000 

  address-family ipv4  

    neighbor 195.66.244.6 prefix-list hphr-DFZ-IPv4 in 

    neighbor 195.66.244.6 prefix-list auto-AS-FAELIX out

Well, actually…

https://phabricator.vyos.net/T1148
https://phabricator.vyos.net/T1148


BGP C/P Protection



BGP C/P Protection
added to hphr



INTERLUDE 
“ IS BGP SAFE YET ”



isbgpsafeyet.com



Pride comes…



…before a segfault
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(zlog_backtrace_sigsafe+0x67) [0x7f43747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(zlog_signal+0x113) [0x7f4374798833]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(+0x712e5) [0x7f43747b92e5]74798833]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /lib/x86_64-linux-gnu/libpthread.so.0(+0xf890) [0x7f43735c2890]92e5]74798833]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/frr/bgpd(bgp_table_range_lookup+0x65) [0x5576bbe42415]92e5]74798833]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/modules/bgpd_rpki.so(+0x5042) [0x7f436fa1d042]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(thread_call+0x60) [0x7f43747c6b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/x86_64-linux-gnu/frr/libfrr.so.0(frr_run+0xd8) [0x7f43747965c8]b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/frr/bgpd(main+0x2ff) [0x5576bbdecb4f]run+0xd8) [0x7f43747965c8]b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /lib/x86_64-linux-gnu/libc.so.6(__libc_start_main+0xf5) [0x7f4373229b45]b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: /usr/lib/frr/bgpd(+0x3cb6c) [0x5576bbdeeb6c]_main+0xf5) [0x7f4373229b45]b00]]3747983d7] 
Apr 17 08:22:42 aebi bgpd[1238]: in thread bgpd_sync_callback scheduled from bgpd/bgp_rpki.c:509#01242415); aborting...

… bgpd_sync_callback from bgpd/bgp_rpki.c

Fixed in FRRouting 7.2.1

Shout out to @wolf480pl@mstdn.io for 
brainstorming this with me to be sure! 

RPKI KICKED OUR BUTT!

https://github.com/FRRouting/frr/commit/4093d1ede9a6ddaf14324e01ba114b731723c159
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BACK TO 
SCHEDULED CONTENT



…before an OOM

Sep  3 04:15:21 bly bgpd[1228]: [EC 100663313] SLOW THREAD: task bgpd_sync_callback (7fe7131dcd60) ran for 51696ms (cpu time 51688ms) 
Sep  3 04:16:00 bly watchfrr[1167]: [EC 268435457] bgpd state -> unresponsive : no response yet to ping sent 90 seconds ago 
Sep  3 04:16:00 bly watchfrr[1167]: [EC 100663303] Forked background command [pid 4836]: /usr/lib/frr/watchfrr.sh restart bgpd 
Sep  3 04:16:12 bly bgpd[1228]: [EC 100663313] SLOW THREAD: task bgpd_sync_callback (7fe7131dcd60) ran for 50939ms (cpu time 50929ms) 
Sep  3 04:16:12 bly bgpd[1228]: Terminating on signal 
Sep  3 04:16:20 bly watchfrr[1167]: Warning: restart bgpd child process 4836 still running after 20 seconds, sending signal 15 
Sep  3 04:16:20 bly watchfrr[1167]: restart bgpd process 4836 terminated due to signal 15 
Sep  3 04:16:31 bly zebra[1224]: [EC 4043309117] Client 'vnc' encountered an error and is shutting down. 
Sep  3 04:16:31 bly zebra[1224]: [EC 4043309117] Client 'bgp' encountered an error and is shutting down. 
Sep  3 04:16:31 bly watchfrr[1167]: [EC 268435457] bgpd state -> down : unexpected read error: Connection reset by peer 
Sep  3 04:16:31 bly zebra[1224]: client 30 disconnected. 0 vnc routes removed from the rib 
Sep  3 04:16:31 bly zebra[1224]: zebra/zebra_ptm.c:1345 failed to find process pid registration 
Sep  3 04:16:31 bly zebra[1224]: client 20 disconnected. 906341 bgp routes removed from the rib 
Sep  3 04:17:21 bly watchfrr[1167]: [EC 100663303] Forked background command [pid 5576]: /usr/lib/frr/watchfrr.sh restart bgpd 
Sep  3 04:17:21 bly zebra[1224]: client 20 says hello and bids fair to announce only bgp routes vrf=0 
Sep  3 04:17:21 bly zebra[1224]: client 32 says hello and bids fair to announce only vnc routes vrf=0 
Sep  3 04:17:21 bly watchfrr[1167]: bgpd state -> up : connect succeeded

restart bgpd process 4836 terminated due to signal 15 
client 20 disconnected. 906341 bgp routes removed from the RIB



…BACK TO 
SCHEDULED CONTENT…?



…before a segfault

Sep  3 09:32:16 aebi watchfrr[1302]: [EC 268435457] ospf6d state -> down : read 
returned EOF 
Sep  3 09:32:16 aebi zebra[1332]: [EC 4043309121] Client 'ospf6' encountered an 
error and is shutting down. 
Sep  3 09:32:16 aebi zebra[1332]: client 52 disconnected. 47 ospf6 routes removed 
from the rib 
Sep  3 09:32:21 aebi watchfrr[1302]: [EC 100663303] Forked background command [pid 
11593]: /usr/lib/frr/watchfrr.sh restart ospf6d

Client 'ospf6' encountered an error and is shutting down. 
client 52 disconnected. 47 ospf6 routes removed from the rib



…before a segfault

Sep  3 09:32:16 aebi watchfrr[1302]: [EC 268435457] ospf6d state -> down : read 
returned EOF 
Sep  3 09:32:16 aebi zebra[1332]: [EC 4043309121] Client 'ospf6' encountered an 
error and is shutting down. 
Sep  3 09:32:16 aebi zebra[1332]: client 52 disconnected. 47 ospf6 routes removed 
from the rib 
Sep  3 09:32:21 aebi watchfrr[1302]: [EC 100663303] Forked background command [pid 
11593]: /usr/lib/frr/watchfrr.sh restart ospf6d

Client 'ospf6' encountered an error and is shutting down. 
client 52 disconnected. 47 ospf6 routes removed from the rib

Fixed in FRRouting 7.5FRR #6735 + #6086
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THIS STORY ISN'T OVER…



XXXTODO

Add features to FRR, provide VyOS workarounds, or 
make Salt states for router reboot maintenance 

Speed-up VyOS' prefix-list insertion into FRR ⇒ T2425 

VyOS to refresh config into FRR's daemons ⇒ T2175 

Fragility of VyOS firewalling when replaced with 
barebones iptables from hphr 

NIC parameter and bare metal router sysctl tuning 

XDP (hopefully we get time to follow on from @atoonk)

https://phabricator.vyos.net/T2425
https://phabricator.vyos.net/T2175
https://medium.com/swlh/building-a-xdp-express-data-path-based-peering-router-20db4995da66
https://phabricator.vyos.net/T2425
https://phabricator.vyos.net/T2175
https://medium.com/swlh/building-a-xdp-express-data-path-based-peering-router-20db4995da66


What We Achieved

Two very long nights of maintenance (plus London) 

Full table BGP on VyOS converge time in seconds 

Routing on MikroTiks converges near-instantly 

BCP38 (customers cannot spoof source address) 

IRR filtering* (only accept where route/route6 object) 

RPKI (will not accept invalid routes from P/T) 

Templated configuration (repeatable, automated) 

Single source of truth (the docs become the config)



VYOS & RPKI 
AT THE 
BGP AS EDGE
E: marek @ faelix . net 
T: @maznu 

E: lou @ faelix . net 
T: @gremlinlou


