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https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-knocked-large-parts-of-the-internet-offline-today/
https://blog.cloudflare.com/how-verizon-and-a-bgp-optimizer-knocked-large-parts-of-the-internet-offline-today/
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Coordination
Facilitate global 

operational 
communication and 

coordination between 
network operators

Maintain globally 
accessible up-to-date 
contact information in 

relevant RIR database and/
or PeeringDB

Anti-spoofing
Prevent traffic with 
spoofed source IP 

addresses

Enable source address 
validation for at least 
single-homed stub 

customer networks, their 
own end-users, and 

infrastructure

MANRS Actions – Network Operators Programme

Filtering
Prevent propagation of 

incorrect routing 
information

Ensure the correctness of 
your own announcements 
and announcements from 

your customers to adjacent 
networks with prefix and 

AS-path granularity

Global 
Validation

Facilitate validation of 
routing information on a 

global scale

Publish your routing data, 
so others can validate

Registering number 
resources in an IRR and/or

creating ROAs for them
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Launched November 2014. Actions 1, 3 and 4 are mandatory. Action 2 is optional. 



MANRS Actions – IXP Programme

Action 1
Prevent 

propagation of 
incorrect routing 

information

This mandatory 
action requires 

IXPs to implement 
filtering of route 

announcements at 
the Route Server  
based on routing 
information data 

(IRR and/or RPKI). 
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Action 2
Promote 

MANRS to the 
IXP membership

IXPs joining 
MANRS are 
expected to 

provide 
encouragement or 
assistance for their 

members to 
implement 

MANRS actions. 

Action 3
Protect the 

peering platform

This action 
requires that the 

IXP has a 
published policy of 
traffic not allowed 

on the peering 
fabric and 

performs filtering 
of such traffic.

Action 4
Facilitate global 

operational 
communication 

and coordination 

The IXP facilitates 
communication 

among members 
by providing 

necessary mailing 
lists and member 

directories. 

Action 5
Provide 

monitoring and 
debugging tools 
to the members.

The IXP provides 
a looking glass for 

its members.

Launched April 2018. Actions 1 and 2 are mandatory, plus at least one additional action is 
required. 



MANRS Actions - CDN & Cloud Programme
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• Was launched on 1 April 2020 to complement existing Network Operators and IXP programme.
• Principles developed by large industry players including Akamai, Azion, Cloudflare, Comcast, Facebook, 

Google, Microsoft, Nexica Oracle, Redder, Telefonica, TORIX, Verisign.
• Conformance with Actions 1-5 is mandatory. Action 6 is optional.

Action 1
Prevent 

propagation of 
incorrect 
routing 

information

Egress filtering

Ingress filtering – 
non-transit peers, 
explicit whitelists

Action 2
Prevent traffic 

with illegitimate 
source IP 
addresses

Anti-spoofing 
controls to 

prevent packets 
with illegitimate 

source IP 
address

Action 3
Facilitate global 

operational 
communication 

and 
coordination

Contact 
information in 
relevant RIR 

database and/or 
PeeringDB

Action 4
Facilitate 

validation of 
routing 

information on 
a global scale

Publicly 
document ASNs 
and prefixes that 
are intended to 
be advertised to 
external parties 

Action 5
Encourage 

MANRS 
adoption

Actively 
encourage 

MANRS adoption 
among the peers

Action 6
Provide 

monitoring and 
debugging tools 

to peering 
partners

Provide 
monitoring tools 

to indicate 
incorrect 

announcements 
from peers 

filtered by CDN & 
Cloud



Checking Conformance

The MANRS Observatory
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http://www.routingmanifesto.org/bcop/




Growth of the MANRS membership (Network Operators)
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542 ISPs (690 
ASNs)63 IXPs

17 CDN & Cloud
300

400



MANRS Participants in UK

2,042 ASNs advertised in UK

28 ASNs participating in MANRS (1.28%)

Most UK ASNs look to be MANRS conformant though!
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https://www.manrs.org/
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