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● No open source alternative
● Scripting around Linux PPP or Scapy did not scale

What about commercial network testers?

● Missing features
● Some features supported on HW platform only
● Enormous costs and license restrictions
● Large resource footprint of virtual platforms
● Limited automation possibilities
● Huge administrative overhead

Why do we build our own network tester?



BNG Blaster

● Open Source Network Tester (BSD-3 License)
● Started as BNG Access Protocol Tester
● Advanced with Traffic Generator and Routing Protocols
● Continuously improved and actively maintained
● …

Started in July 2020 
as internal project

Published to GitHub 
in February 2021

DPDK, TCP streams, 
more protocols, … L2TP IPoE A10NSP MPLS

Add support for BGP 
and ISIS in April 2022

lwIP TCP

2 Years of work, >600 commits, >30K Lines of C Code, … 



Features
● Emulates massive sessions with low CPU and memory footprint
● Runs on every modern linux, virtual machines and containers
● All protocols implemented in user-space and optimized for performance
● Automation friendly API
● …

Access Protocols

● Emulate massive PPPoE and 
IPoE (DHCP) clients

● Emulate L2TPv2 LNS servers 
with different behaviors

● Emulate A10NSP interfaces 
for L2BSA testing

● Included multicast and IPTV 
test suite

● Verify legal interception (LI) 
traffic

● …

Routing Protocols

● Emulate ISIS topologies with 
thousands of nodes

● Support for ISIS Segment 
Routing

● Setup thousands of BGP 
sessions with millions of 
prefixes

● Verify MPLS labels for 
millions of flows

● …

Traffic Generator

● Generate and track millions of 
traffic flows

● Verify your QoS configuration
● Verify all forwarding states
● Measure convergence times 

and loss
● …



What can you do with BNG Blaster?



PPPoE Scaling



IPTV Tests



BGP Setup and Teardown



BGP Setup and Teardown

prefixes



ISIS Scaling
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network interfaces

$ lspgen -K secret -T md5 -C 0204.0000.0001 -c 10000 -e 1000 --seed 1337
Apr 07 21:53:37.939517 Add context for instance default, protocol isis, topology unicast
Apr 07 21:53:37.939786 Add connector to 0x20400000001
Apr 07 21:53:37.939806 LSP generation parameters
Apr 07 21:53:37.939816  Area 49.0001/24
Apr 07 21:53:37.939824  Level 1, sequence 0x1, lsp-lifetime 65535
Apr 07 21:53:37.939833  Authentication-key secret, Authentication-type md5
Apr 07 21:53:37.939846  IPv4 Node Base Prefix 192.168.0.0/32
Apr 07 21:53:37.939856  IPv4 Link Base Prefix 172.16.0.0/31
Apr 07 21:53:37.939866  IPv4 External Base Prefix 10.0.0.0/28
Apr 07 21:53:37.939898  IPv6 Node Base Prefix fc00::c0a8:0/128
Apr 07 21:53:37.939925  IPv6 Link Base Prefix fc00::ac10:0/127
Apr 07 21:53:37.939942  IPv6 External Base Prefix fc00::a00:0/124
Apr 07 21:53:37.939964  SRGB base 10000, range 2000
Apr 07 21:53:37.939985 Generating a graph of 10000 nodes and 20000 links
Apr 07 21:53:41.512756  Root node 1921.6800.0000.00



How to start with BNG Blaster?
https://rtbrick.github.io/bngblaster 

https://rtbrick.github.io/bngblaster


Who is using BNG Blaster?

The BNG Blaster is used by leading network operators, network 
hardware and software vendors …

… and many more!



Roadmap

● BNG Blaster Controller
● BGP Authentication (MD5 and TCP-AO)
● BGP Scaling Enhancements (>1000 sessions)
● TCP Traffic Streams (> 1M streams)
● DPDK/XDP (>10M PPS)
● …

We will constantly add more features and protocols:
LLDP, BFD, PIM, LDP, RSVP, OSPF, …



We want you!

Contribute to the project and share your experience!
https://github.com/rtbrick/bngblaster

https://github.com/rtbrick/bngblaster


Questions?
bngblaster@rtbrick.com 

mailto:bngblaster@rtbrick.com

