Evolving email threats
and counter technology
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Agenda

* The State of SPAM
* New Spamming Techniques
* Predicative Security

* Rebuilding Trust in Email
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“Zombies” Execute Email Attacks

L] SEARCH

Microsoft sees botnets as top '07 Net threat
Undead PC armies ‘'where it's at for serious cybercriminals’

Robert McMillan Today's Top Stories =  or Other Security Stones =

December 27, 2006 (IDG Mews Service) — Ifthere’s one thing that Aaron Kornblum would like to quash, it's the
botnet armies.

These are the remote-controlled PCs that have been taken over without their users’ knowledge. Symantec Corp.
counted more than 4.5 million of them during the first six months of the year, and according to Kornblum, they are

the backbone of today's cybercrime.

‘Botnets are really where it's at for serious cybercriminals, because of their concentrated power,” said Kornblum,
a senior attorney with Microsoft Corp.'s Internet Safety Enforcement team. "That power can be used for all sorts of

malicious conduct on the Internet.”
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By Byron Acohido and Jon Swartz, USA TODAY

Tech Products
Products home
Edward C. Baiq

Gaming

In the calculus of Internet crime, two of the most
sought-after commeodities are zombie PCs and valid
e-mail addresses.




Viruses are Becoming More and
More Dangerous . ..

70% of all spam comes from virus infected PC zombies
* 75% of all viruses contain spam delivery engines

* 200% increase in spyware delivered by email in the past 6
months

* 65% increase in keystroke loggers in 2005

e 200% increase in rootkits
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What’s changed

* Old Days * Today
— Hacking for fame, fun or profit — Hacking for Profit
— Script Kiddies — Disorganized crime
— Hackivists ,Black Hats, VX'ers — Web mobs

— Organized crime

The dark side of the Internet involves not only fraud and theft, pervasive pornography, and
pedophile rings, but also drug trafficking and criminal organizations that are more intent
upon exploitation than the disruption that is the focus of the hacking community.

Phil Williams

Professor of International Security Studies

University of Pittsburgh
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The Email Bounce Problem BDOS

Global Email Composition

 Email’s Other Billion Dollar
Problem E legitimate mail (20%)

. M spam (67%)
— Bounces are 9% of email

B misdirected bounce mail (9%)
* Anti-Spam Scanners Are Not B viruses (3%
Effective O phishing (>1%)

. — Misdirected bounces look legitimate
— Do not trigger Anti-Spam scores
— Originate from good reputation senders
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New Trends

* Come along way since Sobig A

* Viruses becoming very sophisticated & devastating
— Warezov virus stub sent via email...viral payload downloaded via http

— Rustock goal is to be a spam proxy & send spam but evade detection &
analysis

— Both reside in memory & use alternate data streams for evasion

* Viral message volume dropping
— keeps end user paranoia low and effectiveness high

* Spam, phishing & spyware interwoven
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The State of SPAM
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Spam Increases to 60 Billion per Day

billions of messages
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Average Daily Spam Volume
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Total Volume by Data Size Jumps

Terabytes (10112) of spam sent per day
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Every day in October, spam data was equivalent to
* 35 US Libraries of Congress

Data volume of spam (TB)
+164%
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Image Spam Explodes — 5 to 25%

30 -
% Spam with an Embedded Image
25
20
15 - +421%
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Image Spam, % of all spam
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URL Attacks Mutate More Rapidly

* A Trend Called Domain “Kiting” Is on the Rise
— Brings the cost of registering a domain to *zero*
— Domains are now advertised in spam for < 4hrs
— Makes URL Blacklists/whitelists ineffective

Daily changes in .com zone (Apr 2005 - Apr 2006)
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* Source: IPWalk.com



New Spamming Techniques
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Why?

Jonathan Lebed made $850,000 from Pump & Dump .

Subj: THE MOST UNDERVALUED STOCK EVER

[Date: 2/03/00 3:43pm Pacific Standard Time
FFrom: LebedTGl

FTEC is starting to break out! Next week,
this thing will EXPLODE. ..

Currently FTEC is trading for just $2 1/2!

I am expecting to see FTEC at $20 VERY
SOON .

"Meyers Pollock Robbins" brokerage firm defrauded
$176 million from investors using Pump & Dump

* CEO Michael Ploshnick served 3 years prison

@ IRONPORT



Image Spam Gets Sneakier

1. “Polka dots”

HEFATTENTION ALL DAY TRADERS AND INVESTORS™**

INVESOTR. ALERT!
IT LOOKS LIKE ANOTHER RUN FOR SWhM!
WATCH SWNM LIKE A HAWEK ON Tuesday July 1, 2006

Company Name: SOUTHWESTERN MEDICAL, INC. 8
Stock Symbol: S¥YMM

Monday Close: 0.11 O

VYolume:

5,701,702 O

Change: Q O

UP 0.025 (27.78%%

Market Ea@ $33,000,000.00 {Approx)

Goldmark Indﬁstries, Inc (GDKI.PK)

THIS STOCK IS EXTREMELY UNDERYALUED
Huge Advertising Campaign this week!
Breakout Forecast for July, 2006

Crwrrent Price: $5.60

Short Term Price Farget: $12.00
Recommerndation: Strong Suy

300 + % profit potential short term

RECENT HOT MNEWS released MUST READ ACT MOV

LOS ANGELES WANCOIWER, British Columbia -- Goldrmark Industries, Inc, (GDKIPK),
the Company has recently signed a multi-rmovie distribution agreerment with Mr,
Rodriguez's production and distribution cormpany, Polychrome Pictures, for the
autornatic theatrical and home viden distribution of feature length firms scheduled

S L U SN Y IS P TP

2. “Slice & Dice”

*#%* BREAKING NEWS A\LERT ISSUED *##*

Most stock brokers give out their nei w issues only to their largest commission paying clients. .
We assume many of you like to “trai de the promotion” and may have made some big, fast m oney doing so.

Trade Date : Monday, July 31 , 2006
Company : EVER GLORY IMTL INC
Ticker: EGLY

Rises Over 5% on Friday.

Volumn: 270,947

Price at Close Friday: $1.15

3-6 Day Trading: $3 - $4

Expectations : STRONG BU'Y

Looking for a company w.ith some good news? Here's one!

Breaking News:

Ever-Glow Signs $500,000) Deal with Debenhams (Read Yahoo Finance) There is a massive prom: stion underway this weekend

apprising potential eager investors of tl 1is emerging situation.
Breaking news aleit issue - big news co ming. We feel this is a "Stock Alnt" and vou should have thi s on your Radar,

Big news expected. This should invoke ' LARGE gains. Do this often enough, and your portfolio ca n double, even TRIPLE in value.

***BREAKING MEWS ALERT 1 SSUED****
Most stock brokers give ' out their new issues only to their largest commission paying clients.
We assume many of yo u like to "trade the pi-omotion” and may have made some big, fast money doing so.

irade pate ; Friiaay, Juiy Zs, Z0uo
Company : EVIZR GLORY INTL INC
Ticker : EGLY

Price : $1.09

3-6 Day Tradinjz : $3 - §6
Expectations : 13UY

Looking for a «:ompany with some good news? Here's one!

Breaking News: o - _
Ever-Glory Signs $500,000 Deal with Debenhams (Read Yahoo Finance)

There is a massive promotion underway this weekend apprising ";(:lol'em'{"a}f1 efager inve;rors Opf, rhiisd ehmerg[:;;rg situation.
toc e r t" and you should have this on your

Br(zrking news alert issue - big news coming. We feel this is a
Radar.
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One Spam

From: Willoughby Hopewell
[hopewella@ahibomes, com]

To: Patrick Peterson

8t
Subject:  test eam

Sent:  Mon 6/5/2006 6:23 AM

H,

50N &
AMEBE"EN
MEE"Di1A
PROZ&C
XENALX
VAL"UM
LEV'"TE A
C"ALiS
YV"AGRA

“Advertisement”

v

Call to Action URL Advertising
Pharmaceutical Web Site

/

al 50 % off | http/ e stiseermu. com

“Hashbuster’” text —

The dragon iz still alive and i the halls under the Mountain from “The HObbit”
then-or I tnagme so from the smoke, satd the hobbit /

That does not prove it, said Balin, though I dont doubt you are
right. But he might be gone away some time, or he mught be nng out on

would come out of the gates: all the halls within must be filled with

|

I

I

C ) : |

the mountain-side keeping watch, and still T expect smokes and steams |
I

I

I
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From: Aject Tatham [mailto tatajeet@bbok.com]
Sent: Tuesday, May 30, 2006 12:30 AM

To: Goldschmidt, Ron

Subject: [Ironport SPAM Positive] Re: 91 petersha

Hi,
AMEB/EN
X MNAX
CTALiS

VAL/TM
VIAGRA
LEV?TEA

: Call to
5017 | Action URL

MEER7DiA

httpffwww mithireda. com

longer making for the main forest-road to the south of his land. Had they
followed the pass, thewr path would have led them down the stream
from the mountains that joined the great river miles south of the
Carrock. At that point there was a deep ford which they rrught hawve
passed, if they had still had their ponies, and beyond that a track led

to the skirts of the wood and to the entrance of the old forest road.

o “Hashbuster” text

Six Spam

From: Mjord Parrish [mailto:njorde@dimensionshealth.or ]
Sent: Tuesday, May 30, 2006 1:01 AM

To: Miccio, John

Subject: [Ironport SPAM Positive] Re: 39 baran

Hi,
CTALiS
YV?TAGRA
MEER?DiIA
LEV?TRA
SOMA
AMEB/EN
X "NAX
PROZ"C
VAL/UM

http:ffwrwrw. mithireda.com

its yours after all and not mine-you had better slap vour arms and rub
vour legs and try and help me get the others out while there is a chance!
Thorin of course saw the sense of this, so after a few more groans he
gotup and helped the hobbit as well as he could. In the darkness
floundering in the cold water they had a difficult and very nasty job
finding which were the right barrels. Enocking outside and calling only

From: Irina Pavlick [mailto:pavlieirina@]
Sent: Monday, May 29, 2006 4:11 AM
To: Zipperstein, Steve

Subject: robi 3649

Hi,

Lew/TRA
CiAL/S
Ahnax
V/iaGRA
Amox/icillin
PROzALC
Tr&madol
S0Omé
AmB/EN
VAL/uM
MeR/D/A

http:Heiewe hisheron. com

on the stane, and shaking their prisoners as well.
Clapl Snapl the black crack!

Grip, grabl Pinch, nabl

And down down to Goblin-town

You go, my ladl

Clagh, crash! Crush, smash!
<

From: Poncio Wedel [mailto poncio@ca-sunshine.com]
Sent: Monday, May 29, 2006 10:57 PM

To: Tanouye, Duaneg

Subject: [Ironport SPaM Positive] Re: 693 swun

Hi,

X "NAX
C?ALiS
LEV?TEA
VAL/TM
MEERETD1A
AMEB/EN
VIAGRA
PROZ"C
SOMN

httpffwranw carogetht. com

again at last in spite of hus fears.

It was full morming when he awolce. One of the dwarves had fallen over
hirn in the shadows where he lay, and had rolled down with a bump from
the platform on to the floor. It was Bofir, and he was grombling about

it, when Bilbo opened his eyes.

Get up lazybones, he said, or there will be no breakfast left for

’

From: Micolina Krug [mailto:nicolinakrug@aoloom,com)
Sent: Monday, May 29, 2006 9:52 PM

To: Maddox, Roderick

Subject: [Ironport SUSPECT SPAM] Re: 240 unshake

H,
HAWAXH
MEER DA
AME/EN
VAL/UTM
PREOZMC
C?TALIS
LEVITEA
SO
VIAGRA
http Afwww remadadque. com

Somehow it struck all of them as not at all a nice place, although there
was nothing wrong to see.

Al of a sudden they heard a howl away down hill, a long shuddering howl.
It was answered by another away to the right and a good deal nearer

to thermn, then by another not far away to the left. It was wolves howling

at the moon,wolves gathenng together!

From: Sukie Lawhon [mailtio:sukielaw@blaineschools.org]
Sent: Monday, May 29, 2006 9:41 PM

To: Young, Tina

Subject: [Ironpart SPaM Positive] Re: 644 Cupi

Hi,

SOMN
PROZ"C
VIAGRA
LEV?TEA
CTALiS
AMB/EN
VAL/TM
MEERTDIA
XANAX

http e romadacque. com

this Bilbo ought to have done something at once. Either he should have
gone back quietly and warned his fiiends that there were three
fair-sized trolls at hand in a nasty mood, quite lilkely to try toasted
dwatt, or even pony, for a change; or else he should have done a bit of
good quick burgling & really first-class and legendary burglar would at
thiz point have picked the trolls pockets-it i nearly always



The Spam Attack

Spam Content

* 1.5 billion messages over 2 weeks

* ~2000 unique content mutations — changed every 12 minutes
* 1500 unique domains used — changed every 15 minutes
Spam Source

* 100,000 infected PCs (zombies) in 119 countries

Command and Control (C&C) infrastructure

* Web sites

* Web servers

* DNS servers

* Payment processing and customer service systems

@ IRONPORT
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EI Inde:x of fmarcom/d: : | | Ikinerary E CoofleHHe Dopyma i i M INFECTI

= WER-To

)

L INFECTED B

SALE: Cryptor, Mail'SYSTEM, DownlLoader, and other soft from INFECTED.

We Give the facilities DDo5S and Spam.
Also, there 15 Th presence anonymous SockS5 server in good supply!
The Development script's and program’s under order!

Contact: ICQ: 337614 or 741873 !
F




File Send Emal Help
> 1 =
Start  Fouse Stop | Download Proxy Server  Preview  TestSend || Settings

| .HGSSGQB ] Status ]"Logging ]

Recipiznts: Impart Maiing List From Texst File.... ] Input Aecipients Directy

From Aliaz or File: Email From or File:

28 D& 0

Diagnose  Register Homepage

To dlias or Files:

Browse ]ns hortF andorrd

Subject or File:

Browse | |#ToEmailt

Browse ]nLongH andormf

Priority:

Erowse ]This is a subject #R andomD ate TimeH

Ratating message file: [for use with #R otatingT ext# in bodp message] (Optional]

] Normal ﬂ

Browese ]

HTHL File: ]

Body | HTML Preview Dynamic Message
Diynamic: From M ame: Diynamic: Email From

" Dizable Dynamic From Mame " Dizable Dynamic Email Fram

{7 As same as recipients’ email % Az zame as recipients’ email

{+ Randomize From Mame " Randomize Email From

Import HTML File | Cea bl Fie |

Dynamic: Tao Aliaz @
" Dizable Dynamic To Alias

{7 A same as sender's slias

# Randomize To Alias

123 Hidden Sender

The mMosd Boutes fres Dulk emanl G niker

Altachment

Add ] Delste |

edm splash_hidd...
Mo Riskays, Mo poil 25, Abschide ANONYMOLIS
= : M el el i R0 g s i til
Dynamic: Subject Diynamic: Body at TOP Dynamic: Body at BOTTORM
I Append Date & Time I Insert Date & Time at the start I~ Append Date & Time at the end
I Append Receiptor's Mame I Insert Receiptar's Mame at the start I~ Append Receiptor's Mame
I Append Random “Words ¥ Insert Random “Words at the start ¥ Append RandomWards
¥ Append Random Date & Time I Insert Date & Time at the start I &ppendDate & Time
Settings li Settings Settings
Basic  Excluded Email Addresses ] Bulk Settimgsl Updalel i I Excluded Email dddresses  Bulk Settings ] Updale] Basic ] Ewcluded Emai Add,egsegl Bulk Sattingsi Updatai
[~ Dont zend email to the recipients belod Ok Bulk Settings: ~Settings: e -
b -
:d;lnsi'f e (Maihnghsl lnad cache size:  [4p00 Charset:
postmaster Sl | | [ Cancel I Fiimary DNS: is0-885314 [Celtic] - Cancel
wehmaster ¥ Regroup emails by domains to increse sending speed. | ’ is0-8853-15 [Latin 9] i
root Default eucp [Japanese, Urix]
.o SR . . . Default Secondary DNS: [ shift_jis [l apanese, Win/Mac) Default
il Q Emails per SMTP session: 11 '1 ¥ FRandomize iz0-20224p [l apanese, emal]
el il @ Threads Numbers: sUErRateanl. o o @
Nospan 0 sesson ErRiiTe: gb2312 [Chinese, simplified)
R —— - |BCC i Big5 (Chinese. haditionall %
maiinator. gom Timeaut: B seconds
unzubscribe SMTP sessions per connection 13
rneey Retries to Deliver: IZ times
Automatically refresh prosy list eveny ]3 -1 hours.
Retries Ta Connect: J3 times
- v Random Headers
v Check DNS server before sending.
Taotal1
Timne El-apse

:Tota‘l‘ Recipients:

|Processed: |Successful:




% Atomic Email Hunter - UNREGISTERED YERSION

File Plugins Results Settings Took Help
X -ﬂ 2]

E-mail address

Hunt:

jsenator.coonan@aph.gov.au
_',_jjuhe.h\shnp.mp@aph.gnv.au
jgreg‘hunt.mp@aph.gov.au
““Jsenator.ian.campbell@aph.gov.au
jm\nister.brough@facswa.gov.au
jju\ie.b\shop@dest.gov.au
' jjuhn.cubb@mfacsia.guv.au
jwarren.truss.mp@aph.gov.au
jm\nister.downer@dfat.gov.au
_',_j|an.mac‘farlane.mp@aph‘gnv.au
jfran.bailey.mp@aph‘gov.au
jbob.baldwin.mp@aph.gov‘au
jm.vaila‘mp@aph.gov.au
jde-anne.kelly.mp@aph.gov.au
jj.l\uyd.mp@aph.guv.au
tZmal.brough.mp@aph.gov.au
jm\nisterial@treasury.gov.au
jpeter.mcgauran.mp@aph.gnv.au
jmark.vai\e.mp@aph‘gov.au
jtony.abbott.mp@aph.gov.au
jb.nelson.mp@aph.gov.au
jsenator.minchin@aph‘gov.au
' jw.truss.mp@aph.guv.au
jkevin.andrews.mp@aph.gov.au
jian.harris.reps@aph‘gov.au
_',_jh.wrlght.reps@aph‘gnv.au
jquery@fedcnurt‘gov.au
jcustomer.servica@fmc.gov‘au
“Jtony.abbott@aph.gov.au
jian.causley.mp@aph.gov.au
jpeter.mcgauran@aph‘guv.au
jharry.jenkins.mp@aph.gov‘au
“ZJjillLhall.mp@aph.gov.au
_',_jm\chael.danhy.mp@aph.gnv.au
jj.forrest.mp@aph.gov.au
jp.nevi\le.mp@aph.gov.au
jstewart‘mcarthur‘mp@aph.gov.au
jkerry.bartlett.mp@aph.gov‘au
jjuanna.gash.mp@aph.guv.au
:jkim.beazley.mp@aph‘gov.au
jrogerpr\cemp@aph.gov.au
_',_jj.hmckay.mp@aph.gnv.au
jgary‘hardgrave.mp@aph.gov.au
jb.billson.mp@aph.gov.au
“Jg.nairn.mp@aph.gasy.au
jpeter.dutton.mp@aph.gov.au
js.stune.mp@aph.guv.au
jsenator.santorn@aph.gov‘au
jjohn.cnbb.mp@aph.gov.au
_',_jm\nlster‘fnrjust\ce.custnms@ag.gnv.au
jbernie.ripoll.mp@aph.gov‘au
_‘jann.corcoran.mp@aph.gnv.au
jjohn.murphy.mp@aph.gov.au
‘warren.snowdon.mp@aph.gov.au
' jjennie.geurge.mp@aph.guv.au
:jkirsten.\ivermore‘mp@aph.gov.au
jpeter.garrett.mp@aph.gnv.au
_:?catherine.king.mp@aph.gov.au

Qwner

senator.coonan@aph,gov.au
Julie.Bishop.mp@aph.gov.au
Greg.Hunt.MP@aph.gov.au
senatar.ian.campbell@aph.gov.au
minister.brough@facsia.gov.au
julie.bishop@dest.gov.au
john.cobb@mfacsia.gov.au
wiarren. Truss MP@aph.gov.au
minister.downer@dfat.goy.au
Ian.Macfarlane MP@aph.gov.au
Fran.Bailey MP@aph.gov.au
Bob.Baldwin.MP@aph.gov.au
M.V aile. MP@aph.gov.au
De-anne.Kelly. MP@aph.gov.au
1.Lloyd MP@aph.gov.au
Mal.Brough.MP@aph.gov.au
ministerial@treasury.gov.au
Peter .McGauran.MP@aph.gowv.au
Mark.\aile MP@aph.gov.au
Tony.Abbott.MP@aph.gowv.au
B.Melsan.MP@aph.gov.au
senator.minchin@aph.gov.au

W Truss MP@aph.gov.au

kevin. andrews.MP@aph.gov.au
Lan.Harris.Reps@aph.gov.au
B.wright.Reps@aph.gov.au
query@fedcourt.gov.au
customer.service@fmeo.gov.au
Tony.Abbott@aph.gov.au
Lan.Causley MP@aph.gov.au
Peter McGauran@aph.gov.au
Harry Jenkins MP@aph.gov.au
Jill Hall.MP@aph.goy.au
Michael.Danby . MP@aph.gov.au
1.Forrest.MP@aph.gov.au

P Meville.MP@aph.gow.au
stewart.mearthur.mp@aph.gov.au
kerry bartlett.MP@aph.gov.au
Joanna.Gash.MP@aph.gov.au
kim.beazley MP@aph.gov.au
rogerpricernp@aph.gov.au
J.hockey MP@aph.gov.au
Gary.Hardgrave MP@aph.gov.au
B.Billson.MP@aph.gow.au
G.MNairn.MP@aph.gov.au
Peter.Dutton.MP@aph.gov.au
S.5tone MP@aph.gov.au

senator santoro@aph.goy.au
John.Cobb.MP@aph.gov.au
ministerforjustice.customs@ag.gov . au
Bernie Ripoll.MP@aph.gov.au
Ann.Corcoran MP@aph.gov.au
John.Murphy . MP@aph.gov.au
warren.Snowdan.MP@aph.gov.au
Jennie.George MP@aph.gov.au
kirsten.Livermore MP@aph.gov.au
Peter.Garrett.MP@aph.gov.au
Catherine.King MP@aph.gov.au

Searching the sites by keyward "australian government” ak MSHM. ..

Location

http: /v directory
http: /e directory
http:ffwww directory
http:/fwww directory
http:/Avwww directory
http:/Avwww directory
http:/Awww directory
http: /v directory
http: /v directory
http: /e directory
http:ffwww directory
http:/fwww directory
http:/Avwww directory
http:/Avwww directory
http:/Awww directory
http: /v directory
http: /v directory
http: /e directory
http:ffwww directory
http:/fwww directory
http:/Avwww directory
http:/Avwww directory
http:/Avwww directory
http: /A directory
http: /Awwssdirectory

.gov

.gov.
.aufosearch.php?o% 3DEnvironment% 20and%: 20Heritage % 2Co% 30Portfolios % 2Co% 3D Commonwealth % 200f% 20 Australia% 2Cc% 3D AU Relevat
.aufosearch.php?o% 30Environment% 20and%: 20Heritage % 2Co% 30Portfolios % 2Co% 3D Commonwealth % 200f% 20 Australia® 2Co% 3D AU e e v at

.qay
aqav

.gov.
.au/osearch.php?o%30Families%5C%2C%20Community %205 ervices % 20And % 20Indigengus % 20Affairs % 2Co% IDPortfolios %2 Co% 30 Commaor
.aufosearch.phpfo%30Families%5C%2C%20Community %205 ervices % 20And % 20lndigenous %208 Tairs %2 Co% 30Portfolios % 2 Co% 30 Commor

.qov
.qov

.gov.
.aufosearch.php?o%30DForeign% 20Affairs%20and%20Trade%2Co% 3DPartfolios*2Co%30Cammaonweslth ¥ 20o0f% 20Australia®% 2 Co%3DAURe e

.gov

.gov.
.aufosearch.php?o% 30Industry%%5C%2C% 20Tourism% 20and3 20Resources % 2C 0% 30 Portfolios %% 2C 0% 3D Commonwe alth%: 200f% 20Australia®
.aufosearch.php?o% 30Industry % 5C%2C% 20Tourism%: 20and% 20Resources % 2Co0% 30 Portfolios %% 2C 0% 3D Commonwe alth%: 200f% 20Australia®

.qay
aqav

.gov.
.au/osearch.php?o%30Transport¥20and % 20REgional %205 ervices % 2Co% 0 Portfolios% 2Co% 30 Commaonwealth % 200f% 20Australia®% 2 Cc% 30
.aufosearch.phpfo%%30Transport¥20and¥%20Regional %205 ervices %2 Co% 30 Portfolios% 2Co% 30 Commuonwealth%: 200f% 20Australia®% 2 Co% 30

.qov
.qov

.gov.
.aufosearch.php?ou%3DCabinet¥%2Co% 3D Commonwealth % 20Parliament¥2Co% 30 Commaonwe alth % 200f% 20 Australia%2Cc% 30D AU&changeba

.gov

.gov.
.aufosearch.php?ous30Cabinet¥:2Co% 3DCommonwealth%:20P arliament¥%:2Co% 30D Commonwe alth%: 200f% 20 Australia®2Cc% 3DAURchangeba
.aufosearch,phpfous:30Cabinet¥: 2Co% 3D Commaonwealth%:20P arliament¥%:2Co% 3D Commonwe alth % 200f% 20 Australia%:2Cc% 3DAURchangeba

.qay
aqav

.gov.
.aufosearch.phpfout:30Cabinet¥2Co%IDCommonwealth¥:20P arliarnent¥%2Co%3DCommonwealth%200f% 20Australia%2Cc%3DAURchangeba
.aufosearch.phpfous3DCabinet¥:2Co%3DCommonwealth%:20P arliament¥%2Co%3DCommonwealth%200f% 20Australia%2Cc% 3DAURchangeba
.gov,
.gov,

.qov
.qoy

http: ffwww directory .

http: fhawe directory .,

http: A directory
http:/Awww directory
http:/Awww directory
http: /v directory
http: /v directory
http: /e directory
http:ffwww directory
http:/fwww directory
http:/Avwww directory
http:/Avwww directory
http:/Awww directory
http: /v directory
http: /v directory
http: /e directory
http:ffwww directory
http:/fwww directory
http:/Avwww directory
http:/Avwww directory
http:/Awww directory
http: /v directory
http: /v directory
http:/fwww directory

qov
.qov
.qov
.qov
.qov

.gov.
.aufosearch.php?ous:300uters: 20Ministry % 2C 0% 3D Commonwealth % 20Parliament% 2Co% 30 Commonwealth % 200f% 20 Australia% 2Cc% 3D AUR
.aufosearch.php?ous:300uters: 20Ministry % 2Co% 3D Commonwealth% 20Parliament% 2Co% 30 Commonwealth % 200f% 20 Australia% 2 Co% 30 AUR

.qay
aqav

.gov.
.au/osearch.php?ou300uters: 20Ministry % 2Co% 3D Commonwealth%20Parliament%2Co% 30 Commonwealth % 200f% 20 Australia% 2 Co¥ 3D AUR
.aufosearch.phpfou%300uters: 20Ministry % 2Co% 3D Commonwealth % 20Parliament*2Co% 30 Commonwealth % 200f% 20 Australia% 2 Co¥ 30 AUR

.qov
.qov

.gov.
.aufosearch.php?ou%300uterv 20Ministry % 2Co% 30 Commonwealth % 20Parliament%2Co% 30 Commonwealth%200f%20Australia%2Cc% 30 A0

.gov

.gov.
.aufosearch.php?ous:30Parliamentary%: 20Secretaries % 20to% 20the % 205hadow % 20Ministers % 2C 0% 3D Commonwealth % 20Parliament% 2Co%
.aufosearch.php?ous30Parliamentary %205 ecretaries % 20to% 20the % 205hadow % 20Ministers % 2C 0% 3D Commonwealth % 20Parliament% 2Co%

.qay
aqav

.gov.
.au/osearch.php?ou30Parliamentary % 20Secretaries % 20to% 20the % 20Shadow % 20Ministers % 2C0% 3D Commonwealth % 20Parliament% 2Co%:
.aufosearch.phpfou%30Parliamentary¥20Secretaries % 20t0% 20the % 205hadow % 20Ministers % 2C 0% 3D Commonwealth % 20Parliament% 2 Co%::

.qov
.qov

.qov,
.aufosearch.phprou®3DParliamentary ¥ 20Secretaries % 20t0% 20the%205hadow % 20Ministers % 2Co% 3D Commonwealth % 20Parliament¥ 2Co%:

.qay

.qoy.

.aufosearch.php?o%3DCommunications%5C%2C% 20Inform ation %% 20Technology®:20and % 20the % 20Ars %2 Co% 3DPortfolios % 2Co %30 Commi

aufosearch.php?o%3DEducation®%5C%2C% 205cence % 20and% 20Training%2Co% 30Portfolios% 2Co% 30Commonwealth% 200f % 20Australia %

aufosearch.php?o%3DFamilies%5C%2C% 20Community % 205ervices%20And% 20Indigenous %@ 0Affairs % 2C 0% 3DPortfolios% 2 Co%3DCommor

aufosearch.php?o%3DForeign¥20Affairs%20and% 20Trade % 2Co% IDPortfolins$e 2C 0% 3D Commonwe alths: 20of %20 Australia 2 C % 3D AURE]e

aufosearch.php?o%30Industry %5 C%2C% 20Tourism% 20and% 20Resources % 2Co% 3DPortfolins % 2Co% 3D Commonwealth®% 200f% 20Australia®

aufosearch.php?o%30Transport¥%20and% 20Regional¥%205ervices %2 Co% 3DP ortfolio s%2Co% 3D Commonwe alth% 20 0f % 20Australia% 2 Cc%30

aufosearch.phpfous3DCabinets:2Co% 3DCommonwealth®:20RP arliarment¥:2Co%% S0Commonwealth®: z0of%% 20Australia% 2 Co¥ 3D Al&changeba

aufosearch.php?ou%30Cabinet%2Co% 3DCammonwealth®:20P arliament¥2Co%3DCommonwealth % 200f% 20Australia®%2Cc% 3DAU&changeba

aufosgarch.php?out3DCabinet¥%2Co% 3D Commonwealth%:20Parliament% 2 Co% 30 Commonwealth % 200f% 20Australia%2 Cc%30AU&changeba

%30Federal?:20Court%200f% 20Australia® 2Co% 3D Courts % 2Co% 3D Commonwealth®: 200f% 20Australia®: 2Cc¥%3DAURChar
“3DFederal%:20Magistrates%20Court%20of% 20 Australia® 2 Co% 3D Courts %2Ca% 30 Commonwealth%:200f% 20 Australia®: 2

Fearch.php?ous:3DHouse % 200f% 20Representatives % 200ffice% 20Holders % 2C 0% 30 Commonwealth%:20Parliament% 2Co% 3D Commonwe

aufosearch.phpfou3DHouse % 200f% 2 0Representatives % 200ffice% 20Holders % 2C 0% 3D Commonwealth % Z0Parliament% 2Co% 30D Commonwe
.aufosearch.phprou%30House % 200f% 20Representatives % 20Party % 20Leaders % 20and%20Whips% 2 Co% 3D Commonwealth® 20Parliament%2C
.aufosearch.php?ou%3DHouse % 200f% 20Representatives % 20Party % 20Leaders % 20and %2 0Whips% 2 Co% 3D Commaonwealth% 20Parliament% 2 C
.aufosearch.php?ou®:30House % 200f% 20Representatives % 20Party % 20Leaders % 20and % 20Whips%: 2Co%3DCommonwealth%: 20Parliament 2C
.aufosearch.php?ou®:30House%:200f% 20Representatives % 20Party % 20Leaders % 20and % 20Whips% 2Co %30 Commonwealth%: 20Parliament% 2C
.aufosearch.php?ou¥30House%200f% 20Representatives % 20Party % 20Leaders % 20and % 20Whips% 2 Co %30 Commonwealth%: 20Parliament% 2C
.au/osearch.php?ou30House%200f% 20Representatives % 20Party % 20Le aders % 20and % 20Whips% 2 Co% 3D Commonwealth%: 20Parliament ¥ 2C
.aufosearch.phpfou%30House%200f% 20Representatives % 20Party % 20Leaders % 20and % 20Whips% 2 Co% 30 Commonwealth*: 20Parliament% 2C
.aufosearch.php?ous3DHouse % 200f% 20Representatives % 20Party % 20Leaders % 20and %2 0Whips% 2 Co% 3D Commaonwealthe: 20Parliament% 2C
.aufosearch.phprou%30House% 200f% 20Representatives % 20Party % 20Leaders % 20and%20Whips% 2Co% 30 Commonwealth?: 20Parliament%2C

aufosearch.php?ou%300uter® 20Ministry % 2Co% 3D Commonwealth % 20Parliament%% 2Co% 3D Commonwealth % 200f% 20 Australia®%2Cc%% 30ALR
aufosearch.php?ou%3D0Outers 20Ministry % 2C 0% 3D Commonwealth % 20Parliament%2Co% 3D Commonwealth%200f% 20 Australia% 2Cc% 3D AR

aufosearch.php?ouse3D0uters. Z0Ministry % 2C 0% 3D Commonwealth% Z0Parliament%2Co% 3D Commonwealth % 20o0f% 20 Australia% 2C o3 3D AUE

aufosearch.php?ou%300uter® 20Ministry % 2Co% 3D Commonwealth% 20Parliament% 2Co% 3D Commonwealth % 200f% 20 Australia%2Cc%% 30AUR
aufosearch.php?ou%3DParliamentary % 20Secretaries % 20t0% 20the%205hadow % 20Ministers % 2Co% 3D Commonwealth% 20Parliament% 2C 0%

aufosearch.phprfouse3DParliamentarysz0Secretaries % 20to% 20the%205hadow % 20Ministers %% 2 Co% 3D Commonwealth% 20Parliament¥% 2 Co%

aufosearch.php?ous:3DParliamentary?20Secretaries % 20to% 20the % 20Shadow % 20Ministers % 2Co% 3D Commonwealth % 20Parliament % 2Co%1
.

Smart search | 562 e-mails 1455 pages




Predicative Security
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Predicative Security

Predicate what is good - Predicate what is bad

MetaVerdict

@ IRONPORT



Image Spam Example
Traditional Content Filters

HOW?
WHAT? TR 100001111 WHO?
« No spam content found LTI TOOTO0L 1011081 - 1P address not on any
in message OO1O00 1001000 100¢  blacklists

‘ Zgﬁ:gjrg"safch known 0] 1 1OOTOOT00 101001
QOTOOIOIOICIOI010101
10O TO0 000001001001

WHERE?

=
ay
UNKNOWN



MetaVerdict I
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Predicative Security for Image Spam

HOW?
* Message leaves trace
of spamware tool

WHAT? *8TE§TIDN ALL D%S ADERS AND INVESTORS*+ ¥ WH 0?
INVESOTR. ALER.T! O
* Alltext inside an image ., G ke o sk o ruesdas 157, 2006 * IP address recently
* Random dots appear  companyName: souTHWESTERN MEDICAL, INC. 8 started sending email
within the message e el T ©) * Message originated
« Nearly identical color — sae1902 O from dial-up IP address
scheme in 100,000’s  huoes a0y © » Sending IP address
spamtrap msgs Market Cagi~ ~ $33.000,000.00 (Approx) located in Russia
WHERE? S
http://urllink.call.to.action.ipaddressisinrussia.com

# of domains controlled by this network owner

d .
500
Geography data
Country
State L

City Mozcow

BLOCK



File  Edit

Select  Wiew Image Layer Tools Dialogs  Filkers  Script-Fu

IB_Il|\I||-2\D?||\|||\|-1|D?\|||\||D\Ill\lll\1?D|\|||\||290|||\|||\3?D|M||\||490|||\|||\5?D|\|||\||Bqulllwlllw??D|\|||\||B?DI|I\I|I\ |190P||\I||\|11|DP\|||\|||1%DP||\|||]
L
=] E Adjust Color Levels m
1] . . Background-26 (100_1411.jpg)
e1 Spectrum of colour spread throughout the entire image : ,

g Channel: iVaIue vi Reset channel
= Input Levels
[
e
o] Output Levels

= &
] r—— —
= \ | 5 g
2—: All Channels
. [om ) == ]
—: Ereview
- e
i
.
o_]
o]
2|
0_]
o]
]
o_]
o]
]
0_]
o]
.
o_]
o]

oy




File Edit 3Select YWiew Image Laver Tools Dialogs  Filkers  Script-Fu

| Limited spectrum of Colours, drastic colour change, |/t

- produces ECG like pattern ] |

< |[IMMmnnm >
[ Buy ASX St == e
it's really G2 ==l
You, and

_ YOU WILL MAKE

; MONEY

%

P

100% % ||Mew Background {20.1 MEB)
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Virus Outbreak Example
Traditional AV Signature Update

Mytob-HJ: 4-19-06 Bagle-GT: 4-21-06
: 120
First AV : .
= = : FirstAvV |
: gt ||  Signature
2 - E : Available %
3 >° E t 60
2 2 E
= e . t 40
s S :
o t 20
8 3 8 3 3 3 3 3 S 2 2 e S 2 2 ©
¥ ° i ¢ S © e e ] < ® ~ = b e B
Time (GMT) Time (GMT)
FeebsDI-Q: 6-07-06 Kukudro-A: 6-27-06
First AV : FirstAV
o Signature o Signature :
£ Available : £ Available
3 : 3
° H o
> . >
» O 7] R
2 d 2 ]
s : s :
S g 3 2 3 2 3 2 3 S g S 3 g 3 S
& S ~ © = e = s > S = o o e S e
Time (GMT) Time (GMT)

Calculated as publicly published signatures from the following vendors: Sophos, Trend Micro, Computer Associates, F-Secure, Symantec and McAfee. If signature time is not
available, first publicly published alert time is used.



Virus Outbreak Predicates

Extensions Broken Down By Filenames

Extensions Broken Down By Filenames

250 T T
—— Ciprices.zipf/C:my_Motebook. doc: 5026
C:apple_prices.zip/C:my_Motebook doc: 4844
200 L —— Cisony_prices.zip/C:my_Motebook doc: 4755 | ]
—— Ciprices.zipfC:my_notebook. doc: 510
—— Ciapple_prices.zip/C:my_notebook doc: 418
—— Cisony_prices.zip/C:my_notebook. doc: 410
150 L — — DayofWeebe . ]
- Day of Month
1 [ | S e | | —
SO} ----- e e —
0 i
06 00:00 12:00:00 18:00:00

Filenames

Time Granularity: 5 mins

Ciprices.zip/Cimy_Motebook . doc

Crprices.zip/Cimy_notebool . doc

0D:00:00

# Files
E0Z6

510

Filenames List

MetaVerdict

Cownload

NIIIIIIONOO0O0NO0ONIITIIIO

:007e307
(076308
Q0FE309
0075310
0076316
0076317
Q076318
Q07 E319
0076320
0076321
000_As_Aaaassasaaaaa Haaaa...doc: 9
Aaaaasaaahd0on.zips/H Aaa A, doc: &
Aaaaaaaahdl0ol.zipf/H: Aaa A, doc: &
raaaaaaaaaaaaaaaa.zip/H:aa.. . .doc: &

A8 AAALAALAANL AAAAANL. ZIDS. . doc: T

ihaaaaaaa 00000000.zipsH: A, docy 7

0076311, 2ip/C:00763511 . doc: 6 o~

EiplS T
ZIpST
ZIpSC
ZiplT
ZiplC
ZipdiT
ZIpST
LIPS
ZiplT
ZiplC

D
:QQQQQQQQQQAAAAAAAAA[]ﬂﬂ”doc:28
TAALAALAALS ASALAAALAASA O AL, doc 28
AAA Baaaaaaaa 00-00-00.20...doc: 27
Ahaaaaaaaaaald0OOon.zipsH: A, . doo: 25
AA-A8 AA8 AAA-AAAL O0.2ipS ... doc: 16

o07e307
Oo7 e300
oo7es09
a07es310
oo07e3la
oo076317
0o7e31a
oov7&e319
ao7es3z20
o07e321

doc: 11
doc: 11
doc: 11
doc: 11
doc: 11
doc: 11
doc: 11
doc: 11
doc: 11
doc: 11

Soart List By

0 marme & volume

;_'[I

Go to Filemames Report

I ) IRONPORT



Attachment Size Report

Outbreak Predicates

MetaVerdict

&+ Messages

Attachrent Size Bucket | Absolute Yolume | Change( %) % ws Moving Avg | %% Total Seen
ol 10 -65.75 0.00305652430395
e 1 == =1=] =T =)=y oY iy 0.0003056524303935
10k 3 -100.0 -25.0 0.000916257291156
15k S -33.3333333353353 | 214255714256 0.01039215263554
20l 45 Z00.0 -29.65375 0.0137543593673
25l E= 744156046512 O.02Z9239322790
30k 59 sSOo0.0 QFFFIPFTIFVPS 0.0272030663052
35k 52 SOo0.0 FA.3103445276 0.015589392635806
<0l 36 200.0 24.1379310345 0.01100345794342
45k <0 -100.0 -25,9259253259 0.01Z22200972155
S0k 37 19.535455357097 0.0113509135399246
55k 23 -50.0 O.00703000539909
G0l 23 -5.0 0.00703000559909
65k 19 -100.0 15.75 0.00550739617751
Tok 135 §5.33333333533335 0.0039735345159514
TSl 11 -67 . 64705553235 0.00336217673435
S0l 11 -21 . AZ2535714250 0.00336217673435
G5k EL-EE] 10&4.0 1433, 535846154 157327171309
S0k 5 -55.3535333533353353 0.00152526215195

N—"

T



Who?
MetaVerdict
What?

Predicates build context to take Action

oW W o

T1=0 T2=5mins T3 =15 mins T4 =8 hours

—zip (exe) files zip (exe) files —zip (exe) files —Release messages
: —Size 50 to 55KB if signature
. -Size 50 to 55 KB. —“Price” in the update is in place
name file

Fine-grained Rules, Multiple Parameters:
Attachment Type, Attachment Size, URLs, Filenames & More 1 I ) IRONPORT



MetaVerdict

Outbreak Predicate Results

Mytob-HJ: 32 hrs 57 mins Lead Time! Bagle-GT: 18 hrs 28 mins Lead Time!

VOF First AV i Pyor : First AV
o & Protection Signature : ° 0 el : Signature
E : Starts Available : E : Starts : Available
35 i : S : -
> : > : :
- H 2] H H
2 2 F A
> ; > :

" "I'_ime (GMT) : : Time (GMF) ; ;
FeebsDI-Q: 27 hrs 59 mins Lead Time! Kukudro-A: 3 hrs 38 mins Lead Time!

; VOF First AV : VOF First AV
ol : Protection Signature o Protection : Signature :
g/ :|| starts Available |2 g Lt [0 g Available
EJ- . 5 Starts :
© H H ° H
> . >
» O 7] H
2 d 2 .
> : > : :

i Time (GMT) ; i i i Time (GMT) i ; :

(’h TRANPNRT

Calculated as publicly published signatures from the following vendors: Sophos, Trend Micro, Computer Associates, F-Secure, Symantec and McAfee. If signature time is not
available, first publicly published alert time is used.
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URL Spam Example s
traditional content filter

From: Willoughby Hopewell Sent:  Mon 6/5/2006 6:23 AM
[hopewella@ahibomes, com]

To: Patrick Peterson

8t

Subject:  test eam

SOM &
AMB"EN
MEE"Di1A
PEOZ&C
XE&EWNAX
VAL"UTM H

L EVITE 4 Check URL blacklists
C"ALiS

V"AGRA /

al 50 % off | http/ e stiseermu. com

I
I
I
I
|
I
I
= |
I
I
|
I
I
I
|

then-or I tnagme so from the smoke, satd the hobbit

That does not prove it, said Balin, though I dont doubt you are

right. But he might be gone away some time, or he mught be nng out on
the mountain-side keeping watch, and still T expect smokes and steams

would come out of the gates: all the halls within must be filled with I ) I RO N Po RT“
- e - = L

|
|
|
|
[
|
|
The dragon iz still alive and i the halls under the Mountain :
|
|
[
|
|
|
|
|
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Web Predicates for URL spam

Predicates

* Web Server Blacklist\
& Whitelists

* Domain Blacklists
& Safelists

* Website Composition Data
* Global Volume Data

* Domain Registrar
Information

* Dynamic IP Addresses

* Name Server Data

EMAIL DATA

Email Server Blacklists
& Whitelists

Spikes in URLS

found in Emaiy

Good
Reputation

+10

Poor
Reputation

-10

Registered to Fortune 500 Firm for 10 Years

No Executable Code

V Not Linked to Sites with Poor Reputation

\J
o o %o ° o )
............................................................. L SR AT
e @ e o °,® ©° o o
(©) A © (%) °
Dynamic IP address
o
° A
A Traffic Spike
On a
Phishlist

@ IRONPORT



Who?
MetaVerdict
What?

Bounce DOS

Based on Bounce
Address Tag Validation

Q “Will you accept?” |
>

n
“Yes | will.”
<&
Q “Sorry wrong address.”
‘m&cted bounce with

. forged email address.
Victim’s
Mailbox

Envelope MAIL-FROM address changes so

Proposed RFC

‘bob@from.com’ becomes ‘prvs=bob=385c70f2a@from.com’

@ IRONPORT



Bounce Address Tag Validation

Bounce DOS Protection

Incoming Mail Overview

Time Range: | Past Month v
. . . Incoming Mail: 19 Nowv 00:00 (GMT) to 19 Dec 00:00 (GMT)
000000
Loy Incoming Mail Catagory % & Maszages
be00020 Total Attempted Messages 6815091
1400008+ Stopped by Reputation Filkering 55.50 | 3782539
g :K B Irvalid Recipients - 31.31 2133774
E 00000 Spam Messages Detected . 5.69 JBT4T7
BOOO0GH B virus Messages Detected® 0.03 1762
+00000 Total Threat Messages 9252 6305552
e Clean Messages Accepted 748 509539
&
Sender Details Domains Displayed: 'ﬁ
Basic ' Advanced

I ) IRONPORT



Rebuilding Trust in Email

@ IRONPORT’



A R 2 3 B B B B A 2 2 B R AR 2 A2 AR R EEDR DR
. F
o®
&

Step1# Email and Web internet gateways must
share predicates to secure against evolving threats

ada.acC .
Firewall %

cnn.com
Millions of
servers

ZZZ.ZW



. S . il - s, - i sl il s - . = = -

:' Phishing Malware Malware CLSIDs Malware Binaries, Malware
- URLs & Domains URLs & Domains Short checksums User Agents

Broad Set of Anti-Malware Predicates

N

—

Firewall

Millions of
servers
. 72Z2Z.ZW
/ Broad set of AntiSp
SpamTraps SeulE IR White/Blacklists Volume

Reports Composition



Step2# Establish encrypted email
applications

WebSafe
n !;< ’ Webmail ¥

&~ " epur '

SecureEmail - Envelope
Secure Desktop Hj , Offline and

ssaging Y\fﬁ\ :
ﬁ AReglstered

G ‘* 13 ”
\\ﬁg' TTP n Push
SecureDocuments | /
. Statements, Invoices, ety ‘ \

Secure Messaging
Application Platform '
S/MIME or

i)
“““I “ OpenPGP
MessageCentre Certificate based

Integrated Customer mail

Service Communication I ) I RON PU RT

Without the need for Client software for any mail platfrom




Steps1&2 address
Business needs and concerns

* Businesses rely on electronic communications for many of
their business processes, however...
— Concerns about security, especially B->C and B>B

Legislation and regulations impose tighter regimes for
information security and governance
— Data Protection Act, ISO17799, Sarbanes-Oxley, ...

* Businesses can see efficiency savings and new business and
revenue opportunities
— Statements — 60p (paper) vs. 5p (electronic)
— Customer service - £2.60 (call centre) vs. 6p (email)

@ IRONPORT



T e ||| Filedf )i Document s¥e 20and%s205ettings) Sony Local¥205ettings ) Temporary %2 0Inkernet % 20Files /OLEC (CikStakement Atkachment, hkm

“s5+ 2 Formse @7 Images @8 Information= (=] Miscelaneous= 2 Outline™ Resizew (£) Tools= [T Wiew Source= 2| Options=

citibank

To: luke @post:.com

Password: |

Cpen



R R RRRRRRRERREREREEED=DDDR_EEEBEBRRR
citibank 7= |+ A g

Payment modednformation B Your statement
hfarketing h ges Link 25300
: 118
- Term and Condition linkage i &,000
Term an nchiticn linksg b S E R 1 E1 S0SEEIE 2 |
Customer Service FEFX AR 1N
0287871315 =
e 5 = 80,000
ALESTEe 0000062256620220 ;E?i n?:na Sl
TEREVISAERA e
_ o
. - WIEH AMEH  AEEN
— & tudl ey - HARE(FHES: 94 568

AEER HETNNN 1115 1118 S | ASHET A EE SRRNE IR - 0001
' 11422 11423 EFEEEE 300

11122 11126 B ENRENE (TR TEREIRTT K

11126 11129 Fl B2 300K

st WO

11116 1116 SREEE: HEEE B

11022 11023 SFigpEs SarEs S

1022 1126 SRBEEEEH (havks M

115258 11i28 —iFfen B RS - EEAR £ 25 1 HE 4 1 2ER o

IETE Y E Fooseoseos-nondR RV E I




CHASE“‘ Chase.com | ContactUs | Privacy Poiicy | (LG

i Elas B o=momomasm L [ g E. [

2 https://messagecenter.chase.com - Secure Message Center - Microsoft Internet Explorer |._|_

Secure Message Center O Hep | Ciose window

Inbox Select All Delets Selected I | Move selected to folder | w | ﬂ dnces

i _ W o>
» Send Message Ham? of Senderk Subject k . Date *
=[] Credit Card Support Re: Payment Inguiry 05/03
F;ders: ] Credit Card Support Mezzage Acknowledgement 0&/08
¥ Inbox (1 new) ] Credit Card Support Re: Othernguirg Mot Listed 0412 nsfers
b Sent Messages (5] O Credit Card Support Re: Fees/Finance Charges 0411
k Draft Messages (0]
¥ Special Offers (0} Legend: =1 New [J] Read ] Soon to be removed ] System notice
F Disputed Charge (0]
Transfers
k Deleted Messages (0]
F Add/Manage Folders
r ices
Hot Tips range of
Mezzages wil be rvices for
removed 50 days from eds
the day they are )
received. Eervices
b
@ Done é ® Internet

Customer Center

[ o R |

I ) IRONPORT



2 C:\Documents and Settings\PostX\My Documents\My Videos\rbs. swf

File Edit ‘iew Favorites Tools  Help -'.-"'
€ o - M & & Psearch FrFavories € (v &
Address ||#] C\Documents and Settings\FostdMy Documents\My Videosybs, swf w 50

Y¥ The Royal Bank

AR of Scotland
~ Folders Order a Paper Statement
Draft
g:;x All sections marked with an * {asterisk) must be completed.

Deleted Items
+ My Folders ﬂ |

- Standard Forms Subject: Order a Paper Statement

BankLine Autocpay Service
Order Cheque/Pay-In Book's
Crder 8 Paper Statement
Order a Voucher Copy |5 this a request for a: ® Royal Bank of Scotland Account
Recall 2 BACS Fayment

Remove 8 Stop on & O MatWest Account

Cheque'Chegue Book

Stop Chegue/Chequs Book Account Name*
Trawvel Moneay Crder

RES CHAPS Payment Branch Sort Code®
Instruction

RES Payment Abroad Account Mumber®
Instruction

MatWest CHAFPS Payment

Instruction

MatWest Payment Abroad o
Instrution 2. Statement Details -

¢+ Address Book Order by @ Statement Date |:|k;2,
» Change Password () Date Rances From :l?p

» Log Out

1. Statement Account Details

I

3. Delivery Requirement*

| %

& Done oMy Computer



From: dr heart@privatepractice postx.com
To: patienti@postk.com

Date: Wed, 16 Mar 2005 14:01:13 -0800
Subject: Appointment Reminder

Private
Practice

| Secure Reply |

Dear Judith Smith --

¥You are currently =scheduled to see Dr. Jone=s on Friday, May 14, 2004 at

21 00pm.
If vou need to reschedaule this appointment, please call 123-4567, or wvou may
rezspond securely to this=s email using the '"Secure Reply'" button at the top of

thi=z page.

. BEegards=,

Jane SHl1len
Ddministrataor

PostX Secured Email
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A New Class Of Email Emerges
Secure, Authenticated, Business Class Mail

+ DK Authentication

+ Encrpytion

+ Positive Reputation
Reliable, unrestricted service

Trusted Sender £®A — |

/Qﬁ - Unwilling to authenticate
. w or encrypt

Service restrictions and filtering

Unknown Sender
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Questions

Thank You

James Todd
Technical Manager
IronPort Systems

[ames@ironport.com
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