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Who is Shadowserver?

Shadowserver is an all volunteer watchdog group of
security professionals.

. 15 Permanent members from five different countries

- Everyone has day jobs (System Administrators, Network
Technicians, Researchers at Universities, State Government
offices, working in Small to Large Corporations)

. Shadowserver is non commercial, vendor neutral.



What does Shadowserver do?

Primary focus is to track and monitor botnet activity

- Gather intelligence related to various forms of
electronic fraud

- The analysis and collection of malware

- Provide data analysis and reporting on malicious
activity to the security community
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Malware analysis
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Yearly Sandnet Statistics

Submissions

M irc H total

binary: d0c6715c69182217e718a06b9d0e816c7

size: 59 Kbytes

pcap: d0ch715c69182217e718a6b9d0e816c7.peap | topflow | DNS
pcap size: 218557 bytes

server ip: 216.218.213.197

server fgdn: new.antix.us

port: 1598

server password;

nick: [XP|1|DWyrag]

user: [XP|1|DWyrag] "¥epPiYvw.com” "new.antix.us” :BILLY
mode:

channel: #.heh

channel password: codyislest

ctcp version:



Monitoring botnets

Daily Botnet Size Monthly Botnet Size
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May #1 20:31:36 |EGY4WE]| :5c0rTi!admindadnin.com PRIVESG #AF . as5c Jsass 445 S0 0 0 24.x.%. %X -r -3
May X1 20:51:23 LEGvdwE]| :SCOrTi!admindkadmin. Con PRIVHMSG #ak |, as5C asrdsmbar 30 0 O 77.%K.%. X -F -5
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May 22 13:25:4% [Eﬂ*Jnr] tEo0rTi ! admintadmin. con PRIVMSG #A# :.asc 1sass_445 30 0 0 221 K. %K =r -3
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ay 22 13:57:5% v Wik rertr T ! admd nRadnin, Com PRIVESEG 48 @, asc asnlsmbnt 30 O D 212.13B.¥.X -r -5
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Monitoring botnets
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Botnhets and ASN's
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Botnets & Tracking

Overall Stats Graphical Stats (All Issues)

Issues by Status Issues by Priority
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Botnets & Tracking
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The Future of Shadowserver

. Become an official non-profit in 2007
. Achieve a non-negative cash flow in 2007

. Expand relationships and influence with the
Service Provider community and organizations

. Continue to expand our operations and
expertise in Internet Threats and assist in the
reduction of those threats




What does Shadowserver Need?

. Data - honeypots, malware, and anything from the
systems taken down

. Access - Places to investigate from and connections to
allow us to host services

. Contacts - Introductions and assistance in gaining
access to other security efforts and organizations

. Funding - To support efforts and growth



Contact Us

. http://www.shadowserver.org
. http://www.shadowserver.org/eventum

. chas@shadowserver.org



