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Quality of life tweaks included
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Handles annoying edge cases
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Networks are broken up into policies
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Avoids situations like this:

GraphViz Routing Spaghetti
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Slightly more adventurous for data sources
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Full ICMP /0 scan every 30 
days

RDNS gets re-scanned if 
the DNS SOA changes
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RDNS scanning also 
works on IPv6*

* Assuming the DNS server is RFC Compliant
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We can also show you 
what DNS points *to* 
that prefix*

* Assuming it has issued a SSL cert
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Anycast Detection
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Anycast Detection

Historical data can be found at:

https://github.com/bgptools/anycast-prefixes

Using a anycast prefix we can detect the existence 
of other anycast prefixes. This scan is done about 
once every 48 hours and displayed directly on the 
site
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API… ish?

● Similar whois+bulk mode server to Team Cymru's

● table.txt / table.jsonl for full table <-> ASN mapping
● asns.csv for ASN -> Name mappings
● Dumping of network tag members
● Gopher (yes, really) support if you really hate yourself

https://bgp.tools/kb/api
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How hard can it be?
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General Data Flows of bgp.tools

www-prod
redis

MySQL

neo-bgp

whois-scraper

peeringdb-importer

simple-irr

CSV import scripts

anycatch

MAC Address importers

Chrome Screenshots
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This way, the core remarkably cheap to run

● MySQL runs at ~13G of storage
● Redis sits at 3G of RAM (post all imports)
● The hilbert map data is 4GB since 2^32 bytes = IP addresses
● The rDNS data lands in at 8GB of gzipped files (Custom DNS database 

format for speed and ease of update)
● The fDNS data lands in at 26GB (uncompressed)

Overall less than 64G of storage really needed, except the data has heavy churn 
so SSD writes can get a little spicy! 

p99 page build and render is 200ms, p50 is 5ms
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The hardest feature of bgp.tools
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aut-num:        AS206924
as-name:        BENJOJONET
org:            ORG-BC129-RIPE
…
mnt-by:         BENJOJO
created:        2017-04-11T09:47:42Z
last-modified:  2020-12-29T17:28:18Z
source:         RIPE
sponsoring-org: ORG-JS121-RIPE
…

organisation:   ORG-BC129-RIPE
org-name:       Ben Cartwright-Cox
org-type:       OTHER
address:        Dummy address for ORG-BC129-RIPE
e-mail:         unread@ripe.net
abuse-c:        ACRO5162-RIPE
mnt-ref:        BENJOJO
mnt-by:         BENJOJO
created:        2017-03-12T18:51:12Z
last-modified:  2019-05-11T14:25:32Z
source:         RIPE
remarks:        ****************************
remarks:        * THIS OBJECT IS MODIFIED
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aut-num:        AS138211
as-name:        MOEQING-AS-AP
descr:          MoeQing Network Service
country:        CN
org:            ORG-VL5-AP
admin-c:        YH2770-AP
tech-c:         YH2770-AP
abuse-c:        AM2427-AP
mnt-lower:      MAINT-VMHAUSLIMITED-AP
mnt-routes:     MAINT-VMHAUSLIMITED-AP
mnt-by:         APNIC-HM
mnt-irt:        IRT-MoeQing
last-modified:  2020-05-28T14:00:30Z
source:         APNIC

organisation:   ORG-VL5-AP
org-name:       VMHaus Limited
country:        GB
address:        PO BOX 1363 45 Argyle Street
address:        Cambridge
phone:          +447378301289
e-mail:         ********
mnt-ref:        APNIC-HM
mnt-by:         APNIC-HM
last-modified:  2019-08-27T12:56:33Z
source:         APNIC
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[ JPNIC database provides information regarding IP address and ASN. Its use   ]

[ is restricted to network administration purposes. For further information,  ]

[ use 'whois -h whois.nic.ad.jp help'. To only display English output,        ]

[ add '/e' at the end of command, e.g. 'whois -h whois.nic.ad.jp xxx/e'.      ]

Network Information:           

[Network Number]                210.235.64.0/18

[Network Name]                 

[Organization]                  KDDI CORPORATION

[Administrative Contact]        JP00000181

[Technical Contact]             JP00000181

[Abuse]                         abuse@dion.ne.jp

[Allocated Date]                2003/02/05

[Last Update]                   2009/09/07 11:32:34(JST)

                              

Less Specific Info.

----------

No match!!

More Specific Info.

----------

No match!!
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Falsehoods programmers believe about Whois

● There is a single name a prefix / aut-num can have
● There is any name at all a prefix / aut-num could have
● That the whois server has a single language (KRNIC)
● That the whois is transmitted in something UTF-8 ish
● That the data given back to you by a RIR's whois server is UTF-8 compliant 

(LACNIC)
● That the whois server is constantly online
● That the whois server will respond correctly when it is online

● That there is whois at all
● That RDAP solves all of these issues
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There is a CSV dump so you don't have to suffer
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The second hardest feature of bgp.tools
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Standard Data Sources for these kinds of sites
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I built my own BGP collector
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A New BGP daemon for a new use case

It turns out if you don't need to converge routes writing a bgp demon can be easy, runs ~500 QPS 
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Falsehoods programmers believe about BGP

● Prefixes match against their whois records
● Prefixes match against their route/route6 objects
● Prefixes have any kind of functioning database entries at all
● Prefixes are only originated by one ASN
● Peers fall into a easy Upstream/Downstream/Peer classification
● Upstreams are easy to detect at all
● That there is only one AS_PATH per BGP UPDATE message
● That private ASNs don't plague the table from some sources (thanks Vultr)
● That stuck routes are possible to work around.
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Frictionless and easy

● Login via PeeringDB, or sign up 
for a bgp.tools account

● We setup some kind of 
communication method (That 
includes more "exotic" stuff like 
Discord, Slack, Telegram, 
Signal, Webhooks)

● You can instantly create a new 
session and the backend and UI 
live updates to the status
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This is all you need
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MRT Support will be 
offered soon

People can opt in to having their 
routes exported out into a large MRT 
file.

To deal with usage concerns, the files 
are split between profit allowed and 
non-profit uses.
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If you like this tool, Please setup BGP Collector sessions

● I'm in particular need for Orange (AS5511), Verizon (AS701(2,3)), 

DTAG (AS3320),  Telefonica (AS12956), Sparkle (AS6762)

● However if you want better peering numbers, you should feed anyway

● This also will help the academic community get access to unique AS Path data!
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Questions? / Requests?
Or admin@bgp.tools / ben@benjojo.co.uk

Longer term bgp.tools goals:
● Work with poorly covered networks/regions to start sessions with us
● Continue to build better debugging systems designed for real network engines to 

use, not marketing slides
● Historical data pull back
● Talk to me in person for more plans!

Or IRC on you-know-the-networks, and/or Discord 


